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1 Definitions 

Risk Details 

Risk Definition 

 High 
A deficiency posing a direct threat to the confidentiality, integrity, and/or availability 
of customer or trust company information and information systems that should be 
addressed immediately. 

 Medium 

A deficiency posing a threat to the confidentiality, integrity, and/or availability of 
customer or trust company information and information systems but may require 
additional vulnerabilities and/or complex attack techniques in order to pose a 
direct threat. These vulnerabilities should be addressed as soon as practical. 

 Low 

A deficiency posing a possible threat to the confidentiality, integrity, and/or 
availability of customer or trust company information and information systems or 
resulting in an attacker gaining information that could be useful in exploiting other 
vulnerabilities. These vulnerabilities should be addressed within the context of the 
trust company’s overall security program. 

Audit Ratings 

Rating Definition 

 Strong 
The organization exhibits a highly effective system of controls and/or compliance 
with regulations. Some deficiencies may exist, but no high risk issues were 
identified. 

 Satisfactory 

The organization exhibits an acceptable level of controls and compliance with 
regulations. Some internal control weaknesses and/or violations of regulations 
were noted, and any high risk findings were determined to be isolated 
weaknesses. 

 Needs Improvement 

The organization exhibits some working controls and compliance with regulations, 
but a number of deficiencies exist. Systemic high risk deficiencies and/or an 
aggregation of many medium risk deficiencies were cited. Uncorrected 
weaknesses cited in previous audit reports may also contribute to this rating. 

 Weak 
The organization exhibits a lack of adequate controls and/or compliance with 
regulations. Additional resources may be needed in order to implement the 
controls necessary for addressing numerous high and medium risk deficiencies. 
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2 Finding Summary Matrix 

Risk Reference Finding Repeat Target Response Completed Verified 

 
High 

101-Aug22 
One employee is susceptible to social 
engineering phone call attacks. 

No 09/01/2022 Yes 09/01/2022 09/01/2022 

 
Medium 

102-Aug22 
A Cisco AnyConnect VPN service 
contains multiple confirmed XSS 
vulnerabilities. 

No 09/16/2022 Yes 09/11/2022 09/19/2022 

 
Medium 

103-Aug22 
A Cisco AnyConnect VPN web service 
is vulnerable to TLS session 
renegotiation attacks. 

No 09/16/2022 Yes 09/11/2022 09/11/2022 

 
Medium 

104-Aug22 
Cisco AnyConnect VPN web services 
contain configuration vulnerabilities. 

No 09/16/2022 Yes 09/11/2022 09/11/2022 

 
Low 

105-Aug22 
Email phishing security controls result 
in responses that may pose risks. 

No 09/16/2022 Yes 09/01/2022 09/01/2022 
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3 External Penetration Test 2022-08-16 

Audit Type Penetration Test 

Audit Date 08/16/2022 

Audit Report Date 08/16/2022 

Primary Contact Steve Fosmire 

Audit Status Complete 

Attachments  Final Deliverables.zip 

Conducted By 

Type Organization Name 

Third-Party Contact CoNetrix Kevin Torkelson 
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4 High Risk Findings 

101-Aug22 

One employee is susceptible to social engineering phone call attacks. 

Risk  High 

Primary Contact Network and Information Systems Manager 

Target 09/01/2022 

Completed 09/01/2022 

Verification Steve Fosmire, 09/01/2022 

Verification Details I enrolled the employee in a remedial social engineering training campaign, and I verified in 
our KnowBe4 administrative dashboard that the training was completed that same day.   

Details 

CoNetrix used common hacker tactics to test the human element of network security. The methodology used 
consisted of building a mock website, similar in appearance to the trust company's own website, that would allow 
users to enter their network login name and password for authentication. A CoNetrix engineer called employees in 
an effort to get them to attempt to log in to the mock website by directing them to the website URL over the 
phone. In each call, the employee's willingness to obey instructions from a stranger and his or her education of 
secure website logins was being tested. 

The CoNetrix engineer attempted thirty (30) calls, reaching a total of one (5) employees. One (1) of the 
employees reached was willing to help a stranger over the phone by browsing to the mock website. 

A screenshot of the mock website is included in the Appendix. Details concerning each phone call made and 
information collected from the login form are provided separately in the Work Papers. 

Recommendation 

Train users to: 

 Never follow directions from, or give sensitive information to, strangers over the phone. 

 Identify secure and unsecured websites. 

 Never submit confidential information to unknown websites. 

This training may also extend to possible plans of action for attempted "social break-ins". 
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Formal Response 

Trust Management Network's senior management team was immediately notified by the company's IT Manager 
that this employee was found to be susceptible to social engineering attempts via an unsolicited phone call. The 
employee who failed this social engineering test had a one-on-one counseling session with the IT Manager and 
was informed of the social engineering procedures that were not followed. The employee was immediately 
enrolled in and completed the remedial social engineering training from our continuous training partner, KnowBe4.  
The company will continue to perform Security Awareness Training with an emphasis on social engineering as 
well as phishing security tests on a quarterly basis going forward and report future results to senior management 
to ensure that the actions outlined above are able to address this finding. 
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5 Medium Risk Findings 

102-Aug22 

A Cisco AnyConnect VPN service contains multiple confirmed XSS vulnerabilities. 

Risk  Medium 

Primary Contact Network and Information Systems Manager 

Target 09/16/2022 

Completed 09/11/2022 

Verification Steve Fosmire, 09/19/2022 

Verification Details I verified with our security as a service company that the VPN portal no longer showed these 
vulnerabilities. 

Details 

The host at 68.169.30.221 has a Secure HyperText Transfer Protocol (HTTPS - TCP port 443) service exposed to 
untrusted Internet addresses. The service was identified as a Cisco AnyConnect VPN. 

Automated scans detected four cross-site scripting (XSS) vulnerabilities with a medium risk assessment (6.1): 
CVE-2020-3580, CVE-2020-3581, CVE-2020-3582, and CVE-2020-3583. Multiple vulnerabilities in the web 
services interface of Cisco Adaptive Security Appliance (ASA) Software and Cisco Firepower Threat Defense 
(FTD) Software could allow an unauthenticated, remote attacker to conduct cross-site scripting (XSS) attacks 
against a user of the web services interface of an affected device. The vulnerabilities are due to insufficient 
validation of user-supplied input by the web services interface of an affected device. An attacker could exploit 
these vulnerabilities by persuading a user of the interface to click a crafted link. A successful exploit could allow 
the attacker to execute arbitrary script code in the context of the interface or allow the attacker to access 
sensitive, browser-based information. Note: These vulnerabilities affect only specific AnyConnect and WebVPN 
configurations. For more information, see the Vulnerable Products section. 

CoNetrix confirmed CVE-2020-3580 through a publicly available script that tests the service using a proof of 
concept (POC). The confirmation of CVE-2020-3580 confirms the other vulnerabilities by association. 

Recommendation 

Upgrade the device software in accordance with the advisory. 

References: 

 https://www.cisco.com/c/en/us/support/docs/csa/cisco-sa-asaftd-xss-multiple-FCB3vPZe.html 

 https://nvd.nist.gov/vuln/detail/CVE-2020-3580 
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 https://nvd.nist.gov/vuln/detail/CVE-2020-3581 

 https://nvd.nist.gov/vuln/detail/CVE-2020-3582 

 https://nvd.nist.gov/vuln/detail/CVE-2020-3583 

 https://github.com/adarshvs/CVE-2020-3580 

Formal Response 

The IT Manager investigated the findings, and applied the appropriately patched firmware from Cisco at the next 
maintenance session. The VPN appliance has to be internet facing and accept connections from untrusted 
internet addresses in order to function.  All of our internet facing logons require multi-factor authentication (MFA).  
All logon accounts have lockout policies and all inbound and outbound traffic is monitored. 

103-Aug22 

A Cisco AnyConnect VPN web service is vulnerable to TLS session renegotiation attacks. 

Risk  Medium 

Primary Contact Network and Information Systems Manager 

Target 09/16/2022 

Completed 09/11/2022 

Verification Steve Fosmire, 09/11/2022 

Verification Details I compared the Cisco configuration against the recommended configuration guidance from 
Cisco support. 

Details 

The host at 68.169.30.221 has a Secure HyperText Transfer Protocol (HTTPS - TCP port 443) service exposed to 
untrusted Internet addresses. The service was identified as a Cisco AnyConnect VPN. The TLS configuration of 
the service is vulnerable to Transport Layer Security (TLS) session renegotiation attacks. 

Detailed observations and vulnerability information can be found in the Secure TLS Implementation section of the 
Supplemental Details document. 

Recommendation 

Transport Layer Security (TLS) is a cryptographic protocol designed to provide communications security over 
networks. It is the successor of the now-deprecated Secure Sockets Layer (SSL) protocol. Several versions of 
TLS are widely used for applications such as email, instant messaging, voice over IP, and most commonly to 
secure Hypertext Transfer Protocol web traffic as HTTPS. 
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The degree of security that TLS provides for services can be measured by the versions implemented, their 
associated configurations, installed certificates, and supported algorithms that are paired together and known as 
cipher suites. 

Review the protocols and certificates associated with services protected by TLS to ensure that they meet current 
security guidelines. 

Specific recommendations include: 

 Refer to product documentation for workarounds for TLS injection vulnerabilities. 

For general references please see: 

 https://wiki.mozilla.org/Security/Server_Side_TLS 

 https://github.com/ssllabs/research/wiki/SSL-and-TLS-Deployment-Best-Practices 

Detailed recommendations can be found in the Secure TLS Implementation section of the Supplemental Details 
document. 

Formal Response 

The IT Manager investigated the findings, and applied the appropriately patched firmware from Cisco at the next 
maintenance session. The configuration of the service was reviewed and compared to Cisco support 
recommendations.  The Cisco VPN only allows connections using TLS version 1.2, and session renegotiation is 
disabled on the Cisco device following mitigation guidance from Cisco tech support.  The unsecured port 80 traffic 
is automatically redirected to secure port 443.  The VPN appliance has to be internet facing and accept 
connections from untrusted internet addresses in order to function. All of our internet facing logons require multi-
factor authentication (MFA). All logon accounts have lockout policies and all inbound and outbound traffic is 
monitored. 

104-Aug22 

Cisco AnyConnect VPN web services contain configuration vulnerabilities. 

Risk  Medium 

Primary Contact Network and Information Systems Manager 

Target 09/16/2022 

Completed 09/11/2022 

Verification Steve Fosmire, 09/11/2022 

Verification Details I reviewed the running configuration of the Cisco devices and verified that the configuration 
is set as recommended by Cisco support. 
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Details 

External scans of the provided IP addresses revealed multiple web services are exposed to untrusted Internet 
addresses. The services detected were identified as associated with Cisco AnyConnect VPN: 

 67.133.185.114 - HyperText Transfer Protocol (HTTP - TCP port 80) 

 67.133.185.114 - Secure HyperText Transfer Protocol (HTTPS - TCP port 443) 

 68.169.30.221 - HyperText Transfer Protocol (HTTP - TCP port 80) 

 68.169.30.221 - Secure HyperText Transfer Protocol (HTTPS - TCP port 443) 

Issues include, but are not limited to: 

 Session cookie is missing the httpOnly cookie attribute. 

 Unencrypted HTTP services were detected. 

 VPN services are exposed to untrusted Internet addresses. 

Detailed observations and vulnerability information can be found in the Web service vulnerabilities section of the 
Supplemental Details document. 

Recommendation 

Specific recommendations include: 

 Set the httpOnly attribute for any session cookies. 

 Avoid the use of unencrypted services such as HTTP. 

 Enable multi-factor authentication (MFA) for the VPN service. Ensure account lockout policies are defined for 
domain accounts and monitor logon failures to mitigate the risk of a brute force password attack on the SSL 
VPN service. 

 Filter access to the services to permit only trusted sources as much as is practical. 

Ensure system deployment and update procedures include the following hardening guidelines: 

 Ensure account lockout policies are defined for accounts and monitor logon failures to mitigate the risk of 
brute force password attacks. Enable multi-factor authentication (MFA) for web logons exposed to the 
Internet. 

 Hosts are kept up-to-date with the latest security patches. 

 Disabling deprecated versions of SSL/TLS. 

 Disabling weak and vulnerable encryption ciphers. 

 Implementing HTTP security response headers. 

 Ensure session cookies have the 'secure' and 'httponly' attributes set. 

 If possible, disable HTTP compression. 
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Detailed recommendations can be found in the Web service vulnerabilities section of the Supplemental Details 
document. 

Formal Response 

The IT Manager checked that this httpOnly cookie attribute setting is present and enabled in the current running 
and boot configurations.  Cisco tech support has confirmed that the configuration is correct for this attribute.  All 
services and TCP ports found available in this report are as expected.  HSTS headers have to be sent initially via 
HTTP on port 80 in order to notify the connecting client browser that HTTPS is required and to mitigate against 
protocol downgrade attacks and cookie hijacking.  The VPN appliance has to be internet facing and accept 
connections from untrusted internet addresses in order to function. All of our internet facing logons require multi-
factor authentication (MFA). All logon accounts have lockout policies and all inbound and outbound traffic is 
monitored. 
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6 Low Risk Findings 

105-Aug22 

Email phishing security controls result in responses that may pose risks. 

Risk  Low 

Primary Contact Network and Information Systems Manager 

Target 09/16/2022 

Completed 09/01/2022 

Verification Steve Fosmire, 09/01/2022 

Verification Details I verified that all of the initial detections in this finding were actually all from our phishing alert 
reporting feature.   

Details 

Phishing emails were sent to 35 employees that each contained a unique identifying link. When clicked, the link 
would relay an encoded version of the recipient's email address to a tracking website. Responses were logged for 
15 of the emails sent, indicating someone or something 'clicked' the link.  

Manual review of the logs and discussion with bank staff determined the 'clicks' were likely the result of 
automated link testing after the users reported the email as SPAM/phishing. In this context, we conclude that 
there are no deficiencies in security awareness training. This conclusion is based upon a best effort to analyze the 
responses, but without complete information available to make exact determinations. 

Factors indicating the observed responses may present some risks not associated with employee security 
awareness, but rather with security controls believed to be employed: 

 Security controls result in responses that can indirectly be used to potentially identify controlled 
actions taken by specific users. 

o By providing specific sets of responses in reaction to email phishing, groups of targets can be 
identified. If an attacker records who performed controlled actions in response to phishing emails, they 
could exclude specific addresses from subsequent attacks. This may decrease their chances of being 
detected in a future attack, thus also improving their odds of success. 

 Security controls are relaying information to foreign and untrusted networks. 

o Having a compiled list of email addresses or links related to a target organization can be useful for 
attackers. For example, it can assist with refining brute-force attacks against user accounts, as they 
often mirror or parallel email addresses. 

 Security controls may be identifiable by their pattern of responses. 
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o The identification of a specific security mechanism may impact the attack vector that an attacker 
decides to use. Exposed information about security controls poses risks. 

The conclusion that all responses came from automated sources was confirmed by specific testing conducted 
with the cooperation of the organization to identify the signature of responses using an accurately timed 'click' of 
the link, and execution of the application. In the controlled testing, the responses were observed as coming from 
67.133.185.114, which was identified as their location in Dallas, and has no equivalent match with any other 
responses. 

Recommendation 

It is suggested that the ideal conditions for email phishing security control responses are either none, minimized, 
or for all emails. For these cases, less information about potential specific employee actions would be disclosed. 

Consider the risks associated with information that can be contained in links being transmitted to foreign and 
potentially untrusted networks (such as TOR) versus the benefits of additional testing. 

Avoid identifiable patterns of behavior for security controls that potentially disclose their existence as much as is 
possible and practical. The first stage of an attack is usually reconnaissance. Knowing security mechanism details 
can be valuable information towards planning an attack. 

Consult with email phishing related security control vendors to review what options may be available in 
consideration of the risks presented. 

  

  

Formal Response 

The IT Manager communicated with our e-mail filtering and phishing alert partner company and determined that 
upon receipt of a reported phishing e-mail, they do "detonate" e-mails in their virtual environment by following all 
links and examining all attachments, which can subsequently "leak" information about which employees are 
reporting suspect e-mails and which are not.  TMN management has determined that the positive benefits of this 
reporting, quarantining and examining of suspect communications outweigh this information leakage. 
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7 Findings by Risk 

 

Reference Finding Risk 

101-Aug22 One employee is susceptible to social engineering phone call attacks.  High 

102-Aug22 A Cisco AnyConnect VPN service contains multiple confirmed XSS vulnerabilities.  Medium 

103-Aug22 A Cisco AnyConnect VPN web service is vulnerable to TLS session renegotiation attacks.  Medium 

104-Aug22 Cisco AnyConnect VPN web services contain configuration vulnerabilities.  Medium 

105-Aug22 Email phishing security controls result in responses that may pose risks.  Low 

 

 

 


