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NONDISCLOSURE AGREEMENT 
 
It is agreed in consideration for Trust Management Network, LLC’s (TMN) disclosure of this report 
on Trust Management Network, LLC’s Description of its Service Organization’s System and on the 
Suitability of the Design and Operating Effectiveness of its Controls for the period October 1, 2021 
through September 30, 2022 (herein referred to as Proprietary Material), the User Entity agrees 
that the Proprietary Material is, and at all times remains the property of TMN and be used solely 
by the User Entity and the independent auditors of the User Entity in connection with the services 
performed by TMN or through its subservice providers for the User Entity. The User Entity will 
not copy, reproduce, sell, assign, market, transfer or otherwise dispose of or give the Proprietary 
Material to any person, firm or corporation. The User Entity shall keep the Proprietary Material 
confidential and shall not disclose the Proprietary Material to another party without first 
obtaining written permission from an authorized officer of TMN. 
 
The User Entity shall restrict the use of the Proprietary Material to its employees and 
independent auditors who are involved in the evaluation of the Proprietary Material. 
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Independent Service Auditors’ Report 

To the Board of Managers of Trust Management Network, LLC 

Scope  

We have examined Trust Management Network, LLC’s (service organization) (TMN) description 
of its services system of controls applicable to the trust accounting and custody services of TMN 
for processing user entities’ transactions throughout the period October 1, 2021 to September 
30, 2022, (description) and the suitability of the design and the operating effectiveness of 
controls included in the description to achieve the related control objectives stated in the 
description, based on the criteria identified in “Trust Management Network, LLC’s Assertion” 
(assertion). The controls and control objectives included in the description are those that 
management of TMN believes are likely to be relevant to user entities’ internal control over 
financial reporting, and the description does not include those aspects of the services system that 
are not likely to be relevant to user entities’ internal control over financial reporting. 

The information included in Section V, “Other Information Provided by Trust Management 
Network, LLC That is Not Covered by the Service Auditors’ Report,” is presented by management 
of TMN to provide additional information and is not a part of TMN’s description of its services 
system made available to user entities during the period October 1, 2021 to September 30, 2022. 
Information included in Section V has not been subjected to the procedures applied in the 
examination of the description of the services system and of the suitability of the design and 
operating effectiveness of controls to achieve the related control objectives stated in the 
description of the services system and, accordingly, we express no opinion on it. 

TMN uses FIS Charlotte (FIS), the Bank of New York Mellon Corporation (BONY), Texas 
Independent Bankers Bank (TIB) and National Financial Services, LLC (NFS) (collectively, 
Subservice Organizations) to perform aspects of its system of controls applicable to its trust 
accounting and custody services.  The description includes only the control objectives and related 
controls of TMN and excludes the control objectives and controls of the subservice organizations. 
The description also indicates that certain control objectives specified by TMN can be achieved 
only if complementary subservice organization controls assumed in the design of TMN controls 
are suitably designed and operating effectively, along with the related controls at TMN. Our 
examination did not extend to controls of the subservice organizations and we have not 
evaluated the suitability of the design or operating effectiveness of such complementary 
subservice organization controls. 

The description indicates that certain control objectives specified in the description can be 
achieved only if complementary user entity controls assumed in the design of TMN’s controls are 
suitably designed and operating effectively, along with related controls at the service 
organization. Our examination did not extend to such complementary user entity controls and 
we have not evaluated the suitability of the design or operating effectiveness of such 
complementary user entity controls. 

  
 

 
Bodwell Vasek Wells DeSimone LLP 

8117 Preston Road, West Tower – Suite 460, Dallas, Texas 75225 
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Service Organization’s Responsibilities 
 
In section II, TMN has provided an assertion about the fairness of the presentation of the 
description and suitability of the design and operating effectiveness of the controls to achieve 
the related control objectives stated in the description. TMN is responsible for preparing the 
description and for the assertion, including the completeness, accuracy and method of 
presentation of the description and the assertion, providing the services covered by the 
description, specifying the control objectives and stating them in the description, identifying the 
risks that threaten the achievement of the control objectives, selecting the criteria stated in the 
assertion, and designing, implementing and documenting controls that are suitably designed and 
operating effectively to achieve the related control objectives stated in the description. 
 
Service Auditors’ Responsibilities 
 
Our responsibility is to express an opinion on the fairness of the presentation of the description 
and on the suitability of the design and operating effectiveness of the controls to achieve the 
related control objectives stated in the description, based on our examination.  
 
Our examination was conducted in accordance with attestation standards established by the 
American Institute of Certified Public Accountants. Those standards require that we plan and 
perform the examination to obtain reasonable assurance about whether, in all material respects, 
based on the criteria in management’s assertion, the description is fairly presented and the 
controls were suitably designed and operating effectively to achieve the related control 
objectives stated in the description throughout the period October 1, 2021 to September 30, 
2022. We believe that the evidence we obtained is sufficient and appropriate to provide a 
reasonable basis for our opinion.  
 
An examination of a description of a service organization’s system and the suitability of the design 
and operating effectiveness of controls involves: 
 

• Performing procedures to obtain evidence about the fairness of the presentation of the 
description and the suitability of the design and operating effectiveness of the controls to 
achieve the related control objectives stated in the description, based on the criteria in 
management’s assertion. 

 
 • Assessing the risks that the description is not fairly presented and that the controls were 

not suitably designed or operating effectively to achieve the related control objectives 
stated in the description.  

 
 • Testing the operating effectiveness of those controls that management considers 

necessary to provide reasonable assurance that the related control objectives stated in 
the description were achieved.  

 



 

3 
 

 • Evaluating the overall presentation of the description, suitability of the control objectives 
stated therein, and suitability of the criteria specified by the service organization in its 
assertion. 

 
Inherent Limitations 

The description is prepared to meet the common needs of a broad range of user entities and 
their auditors who audit and report on user entities’ financial statements and may not, therefore, 
include every aspect of the system that each individual user entity may consider important in its 
own particular environment. Because of their nature, controls at a service organization may not 
prevent, or detect and correct, all misstatements in processing or reporting transactions. Also, 
the projection to the future of any evaluation of the fairness of the presentation of the 
description, or conclusions about the suitability of the design or operating effectiveness of the 
controls to achieve the related control objectives, is subject to the risk that controls at a service 
organization may become ineffective.  
 
Description of Tests of Controls  

The specific controls tested and the nature, timing, and results of those tests are listed in Section 
IV. 
 
Opinion  

In our opinion, in all material respects, based on the criteria described in TMN’s assertion: 

a. The description fairly presents the services system that was designed and implemented 
throughout the period October 1, 2021 to September 30, 2022.  

 
b. The controls related to the control objectives stated in the description were suitably 

designed to provide reasonable assurance that the control objectives would be achieved 
if the controls operated effectively throughout the period October 1, 2021 to September 
30, 2022, and the subservice organizations and user entities applied the complementary 
controls assumed in the design of TMN’s controls throughout the period October 1, 2021 
to September 30, 2022. 

 
c. The controls operated effectively to provide reasonable assurance that the control 

objectives stated in the description were achieved throughout the period October 1, 2021 
to September 30, 2022, if complementary subservice organization and user entity controls 
assumed in the design of TMN’s controls operated effectively throughout the period 
October 1, 2021 to September 30, 2022. 
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Restricted Use  
 
This report, including the description of tests of controls and results thereof in Section  
IV, is intended solely for the information and use of TMN, user entities of TMN’s services system 
during some or all of the period October 1, 2021 to September 30, 2022, and their auditors who 
audit and report on such user entities’ financial statements or internal control over financial 
reporting and have a sufficient understanding to consider it, along with other information, 
including information about controls implemented by user entities themselves, when assessing 
the risks of material misstatement of user entities’ financial statements. This report is not 
intended to be and should not be used by anyone other than these specified parties.  
      

 

Bodwell Vasek Wells DeSimone LLP 

Dallas, Texas 
February 27, 2023
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Trust Management Network, LLC’s Assertion 
 
We have prepared the description of Trust Management Network, LLC's services system of 
controls applicable to the trust accounting and custody services of TMN for processing user 
entities’ transactions throughout the period of October 1, 2021 to September 30, 2022, 
(description) for user entities of the system during some or all of the period October 1, 2021 to 
September 30, 2022, and their auditors who audit and report on such user entities’ financial 
statements or internal control over financial reporting and have a sufficient understanding to 
consider it, along with other information, including information about controls implemented by 
the subservice organizations and user entities of the system themselves, when assessing the risks 
of material misstatement of user entities’ financial statements.  
 
Trust Management Network, LLC uses FIS Charlotte, The Bank of New York Mellon Corporation, 
Texas Independent Bankers Bank and National Financial Services, LLC (collectively, Subservice 
Organizations) to perform aspects of its system of controls applicable to its trust accounting and 
custody services.  The description includes only the control objectives and related controls of 
TMN and excludes the control objectives and controls of the Subservice Organizations. The 
description also indicates that certain control objectives specified by TMN can be achieved only 
if complementary Subservice Organization controls assumed in the design of TMN’s controls are 
suitably designed and operating effectively, along with the related controls at TMN. The 
description does not extend to controls of the Subservice Organizations. 
 
The description indicates that certain control objectives specified in the description can be 
achieved only if complementary user entity controls assumed in the design of TMN’s controls are 
suitably designed and operating effectively, along with related controls at the Service 
Organizations. The description does not extend to controls of the user entities. 
 
We confirm, to the best of our knowledge and belief, that: 
 

a. The description fairly presents the services system made available to user entities of the 
system during some or all of the period October 1, 2021 to September 30, 2022, for 
processing their transactions as it relates to controls that are likely to be relevant to user 
entities’ internal control over financial reporting. The criteria we used in making this 
assertion were that the description:  

i. Presents how the system made available to user entities of the system was designed 
and implemented to process relevant user entity transactions, including, if applicable:
  
(1) The types of services provided including, as appropriate, the classes of 

transactions processed.  
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(2) The procedures, within both automated and manual systems, by which those 
services are provided including, as appropriate, procedures by which transactions 
are initiated, authorized, recorded, processed, corrected as necessary, and 
transferred to the reports and other information prepared for user entities of the 
system.  

 
(3) The information used in the performance of the procedures including, if 

applicable, related accounting records, whether electronic or manual, and 
supporting information involved in initiating, authorizing, recording, processing, 
and reporting transactions; this includes the correction of incorrect information 
and how information is transferred to the reports and other information prepared 
for user entities.  

 
(4) How the system captures and addresses significant events and conditions other 

than transactions.  
 
(5) The process used to prepare reports and other information for user entities.  
 
(6) Services performed by a subservice organization, if any, including whether the 

inclusive method or the carve-out method has been used in relation to them. 
 
(7) The specified control objectives and controls designed to achieve those objectives 

including, as applicable, complementary user entity controls assumed in the 
design of the service organization’s controls.  

 
(8) Other aspects of our control environment, risk assessment process, information 

and communications (including the related business processes), control activities, 
and monitoring activities that are relevant to the services provided.  

 
ii. Includes relevant details of changes to the service organization’s system during the 

period covered by the description.  
 
iii. Does not omit or distort information relevant to the service organization’s system, 

while acknowledging that the description is prepared to meet the common needs of 
a broad range of user entities of the system and their user auditors, and may not, 
therefore, include every aspect of the services system that each individual user entity 
of the system and its auditor may consider important in its own particular 
environment.  
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b. The controls related to the control objectives stated in the description were suitably 
designed and operating effectively throughout the period October 1, 2021 to September 
30, 2022, to achieve those control objectives if the Subservice Organizations and user 
entities applied the complementary controls assumed in the design of TMN’s controls 
throughout the period October 1, 2021 to September 30, 2022. The criteria we used in 
making this assertion were that: 

 
i. The risks that threaten the achievement of the control objectives stated in the 

description have been identified by management of the service organization.  
 
ii. The controls identified in the description would, if operating effectively, provide 

reasonable assurance that those risks would not prevent the control objectives stated 
in the description from being achieved. 

 
iii. The controls were consistently applied as designed, including whether manual 

controls were applied by individuals who have the appropriate competence and 
authority.  

 
 



 

 
 

III. Description of Trust Management 
Network, LLC's Services System 
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A. Overview of Trust Management Network, LLC 

This is a System and Organization Controls (SOC) 1 Type 2 report on Trust Management Network, 
LLC’s  (TMN) services system for processing user entities’ transactions throughout the period 
October 1, 2021 to September 30, 2022, which may be relevant to the internal control over 
financial reporting of user entities. The description has been prepared in accordance with the 
guidance contained in the American Institute of Certified Public Accountants’ Statement on 
Standards for Attestation Engagements (SSAE) No. 18, specifically AT-C Section 320, Reporting on 
an Examination of Controls at a Service Organization Relevant to User Entities Internal Control 
Over Financial Reporting.   
 
B. Services 
 
TMN’s operations began in 1998. The following trust services are provided to clients pursuant to 
service agreements: 

 Managed Services 

 Trust Accounting 

 Custody Services 

Currently, these services are provided to 25 clients. 

TMN utilizes subservice organizations to carry out some of its functions and controls. TMN utilizes 
the FIS Charlotte (FIS) trust service bureau system for operational, accounting and record keeping 
activities. Custodial services and cash clearing disbursement accounts are provided by The Bank 
of New York Mellon Corporation (BONY), Texas Independent Bankers Bank (TIB), and National 
Financial Services, LLC (NFS), respectively. Most assets are maintained at BONY and NFS. There 
are some assets in the custody of brokerage, depository or other entities for clients’ institutions. 
TMN provides no services for receiving or safekeeping of assets physically held by the clients. 

TMN handles tasks such as: processing securities and asset movements, transferring funds, 
collecting income and dividends, making tax and expense payments, preparing reports and 
clients’ statement processing, corporate actions, processing employee benefit distributions, 
entry processing, system balancing and management, redeeming bonds, and accounting and 
management reporting.  
 
To support these activities, TMN provides comprehensive record keeping and information 
systems using the FIS trust accounting system. The FIS system provides detailed account 
information to clients’ management, their customers, regulatory agencies and other appropriate 
parties. Management oversees all aspects of trust activities and strives to maintain the highest 
standards for quality control and data integrity.  
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The design of TMN’s trust operation controls contemplates that its clients follow written policies 
and procedures for their trust function and have established their own internal control policies 
and procedures regarding transaction authorization. As described in Part F, certain objectives can 
only be achieved if complementary user entity controls contemplated in the design of TMN’s 
system of controls are suitably designed and operate effectively.  

Generally, every transaction initiated by administrative and investment personnel of the clients 
require some form of action on the part of TMN. TMN’s operational personnel process 
transactions only upon receiving a form of written or electronic approval from the client, utilizing 
FIS CFO Process Manager (Process Manager). TMN also relies on source documents, receipts, 
payments or electronic documentation submitted by the client to support the transaction. TMN 
is not responsible for fiduciary decisions regarding administration or investment activity within 
any account held by a client.  
 
Generally, TMN strives to follow the operational procedures within the Operations Manual of its 
subservice provider FIS. The internal policies and procedures of TMN serve to complement those 
procedures and add additional internal control and safeguards to minimize operating risk and 
ensure accurate information processing and reporting to clients.  
 
Users of this report are referred to Section IV, to understand the relationship between TMN’s 
trust operation controls and user controls.  

C. Scope 
 
This description addresses only TMN’s services system provided to user entities and excludes 
other services provided by TMN. The description is intended to provide information for user 
entities of the services system and their independent auditors who audit and report on such user 
entities’ financial statements, to be used in obtaining an understanding of the services system 
and the controls over that system that are likely to be relevant to user entities’ internal control 
over financial reporting. The description of the system includes certain business process controls 
and IT general controls that support the delivery of TMN’s services system. The description does 
not encompass all aspects of the services provided or procedures followed for non-internal 
control over financial reporting activities performed at TMN. 
 
TMN uses FIS, BONY, TIB and NFS.  The description includes only the control objectives and 
related controls of Trust Management Network, LLC. and excludes the control objectives and 
controls of the subservice organizations. 
 
 
 
 
 



DESCRIPTION OF TRUST MANAGEMENT 
NETWORK, LLC’S SERVICES SYSTEM 

 

10 

D. Internal Control Framework 
 
This section provides information about the five interrelated components of internal control at 
TMN, including TMN’s control environment, risk assessment process, monitoring activities, 
information and communications, and control activities.  
 
TMN’s internal control components include controls that may have a pervasive effect on the 
organization, specific processes, account balances, disclosures, classes of transactions, or 
applications.  Some of the components of internal control have more of an effect at the entity 
level, while other components are primarily related to specific processes or applications. 
 
TMN is responsible for the proper accounting and safe, efficient handling of funds and assets held 
within a client’s trust department. A client is a trust department of a bank or independent trust 
company who utilizes TMN’s operations for daily back office processing. Activities performed by 
TMN encompass the numerous fiduciary services provided by each client as well as the 
specialized accounting requirements of different types of accounts under their administration. 
The quality of information that each client provides to their trust customers largely depends on 
the work performed within trust operations. A primary goal of TMN’s operations is to provide 
accurate work and timely service to clients.  

Control Environment 

The control environment sets the tone of an organization, influencing the control awareness of 
the organization. The control environment is embodied by the organization’s awareness of the 
need for controls and the emphasis given to the appropriate controls through management’s 
actions supported by its policies, procedures, controls, and organizational structure. 
 
The primary elements of TMN’s control environment, are described below. 

1. Integrity and Ethical Values 
2. Commitment to Competence 
3. Management’s Philosophy and Operating Style 
4. Organizational Structure 
5. Assignment of Authority and Responsibility  
6. Human Resources Policies and Practices 
7. Audits 
8. Risk Assessment and Monitoring  
9. Insurance 
10. Facility Security 
11. Quality Control Process 
12. User Access Review 

 



DESCRIPTION OF TRUST MANAGEMENT 
NETWORK, LLC’S SERVICES SYSTEM 

 

11 

1. Integrity and Ethical Values 

TMN is committed to a high standard of integrity and ethical standards. TMN’s corporate 
structure includes ethical and behavioral standards which are embodied in TMN’s Conflict of 
Interest Policy and Personnel Policy Manual.  

TMN’s commitment to an effective internal control framework starts with the Board of 
Managers. Additionally, senior officers oversee critical business operations. 

2. Commitment to Competence 

TMN is committed to employee competence that begins with formal hiring practices designed to 
ensure that new employees are qualified for their job responsibilities. Management monitors 
staff development and facilitates the most efficient deployment of resources. 

3. Management’s Philosophy and Operating Style 

TMN believes it is essential that employees act ethically and maintain compliance with all 
applicable policies and procedures, regulations and professional standards. The Board of 
Managers and management value honesty and truthfulness in all communications with clients, 
the general public and employees. To emphasize the importance of ethics, values and the 
commitment to integrity, TMN maintains and monitors policies relating to employee conduct. 

Management’s philosophy is based on employees striving to adhere to the standards listed 
below: 

a. Employee Respect 
b. Honesty and Integrity 
c. Quality 
d. Client Focus 
e. Teamwork 
f. Commitment to Change, Innovation and Technology 

4. Organizational Structure 

TMN’s organizational structure provides a framework within which its activities for achieving its 
objectives are planned, executed, controlled, and monitored. Significant aspects of establishing 
a relevant organizational structure include defining key areas of authority and responsibility and 
establishing appropriate lines of reporting.  
 
While TMN’s Board of Managers has ultimate responsibility to oversee transaction processing, 
etc., such responsibility is delegated to management personnel.  
 
TMN is structured to provide adequacy of its controls by segregating data entry, control, cash 
and custody functions.  
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Daily administration of trust operations is managed by the Senior Vice President – Director of 
Trust Operations Services and supervised by the Managing Partner of TMN.  
 
5. Assignment of Authority and Responsibility 

 
The control environment is influenced by the extent to which personnel recognize their 
accountability. This includes assignment of authority and responsibility for operating activities, 
establishment of reporting relations and authorization protocols. Policies outline appropriate 
business practices and required knowledge and experience of essential personnel. Management 
monitors adherence to assignment of authority. 
 
6. Human Resources Policies and Practices 

Formal job descriptions communicate the general function and specific duties of positions. All 
applicants pass through an interview process that assesses their experience and qualifications. 
Upon employment, a new employee's background is verified for past employment history, 
education and criminal activity. 

7. Audits 

TMN annually subjects its operations to an examination pursuant to AICPA Statements on 
Standards for Attestation Engagements No. 18, Reporting on Controls at a Service Organization. 
Operations can be subjected to a vendor audit by regulatory agencies and TMN has a financial 
statement audit performed on an annual basis pursuant to auditing standards generally accepted 
in the United States of America. 

8. Risk Assessment and Monitoring 

Consistent with TMN’s philosophy that control, compliance and risk management are primarily 
the responsibility of the Board of Managers and Executive Officers, a periodic assessment that 
identifies and documents relevant risks is performed by management personnel and submitted 
to the board. This process includes estimating the significance of identified risks, assessing the 
likelihood of their occurrence, and determining actions to mitigate their impact.  

To address significant risks, TMN maintains comprehensive written policies and procedures and 
an internal control framework designed to provide a sound operational environment. These 
controls have been designed to manage operational risk at appropriate levels given the 
environment in which TMN operates, the nature of its business and considering factors such as 
competition and regulation. TMN’s Director of Trust Operations monitors the overall 
effectiveness of the internal control system.  
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Additionally, TMN conducts periodic reviews of third-party subservice organizations based on the 
importance of the vendor relationship (i.e., Insignificant, Significant, Critical). Critical vendor 
relationships are reviewed at least annually and include the retention and review of audited 
financials, SOC report, and other due diligence documents to determine the subservice 
organization’s ability to meet financial obligations, conformance to stated controls, and 
adherence to service agreements. 

9. Insurance 

TMN has insurance coverage which is reviewed at least annually. Such coverage includes 
protection of the entire contents of its facilities including equipment, physical disaster, crime 
coverage, general liability coverage and errors and omission coverage. 

10. Facility Security 

TMN is committed to protecting the privacy of our clients and their customers by maintaining a 
secure premises of all data, either electronic or paper. It is the policy of TMN that the network 
server is locked at all times except when an authorized network administrator is present. The 
file/server room will be locked at the close of business each day. Employees log-off or lock their 
workstation whenever they are away from their desk for at the least ten minutes. TMN maintains 
locked document shred bins where all printed documents that contain any information 
concerning a client or customer of the client will be deposited. A reputable document destruction 
company is engaged to shred the bins on a regular basis. All employees’ workstations are set to 
automatically lock after fifteen minutes of no activity. Employees remove all work related papers 
from the tops of their desk at the end of each day and store them in a secure file.  

Employees access the office with a unique security code. 

Procedure 

It is the responsibility of the employee closing the office each day to ensure that the file/server 
room is secure and locked and the general areas are clear of all paperwork. 

Employees working hours other than normal business hours of 8 a.m. to 5 p.m. are required to 
keep the front door locked until normal business hours resume. 

Employees are required to report any suspicious activity to the Director of Trust Operations 
immediately. 

11. Quality Control Process 

It is the policy of TMN to have appropriate quality control processes in place to ensure the 
accuracy of data entry compared with the client’s request and that all systems and procedures 
have appropriate controls and balances to detect variances that may arise. 
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In order to implement this policy, the following quality control processes have been 
implemented: 

a) Uninvested cash is balanced, reconciled daily and reviewed by a Control Specialist and 
reviewed by a Manager. 

b) Client Service Administrators (CSA) prepare a daily transaction audit package of the prior 
day’s work which they review. 

c) BONY is reconciled and balanced daily and reviewed by the Team Lead or Manager. 

d) Mutual funds are reconciled and balanced daily and reviewed by the Team Leader or 
Manager. 

e) Outstanding disbursement checks issued on behalf of clients are reconciled and balanced 
daily and reviewed by the CSA or higher. 

f) The prior day’s blotter is balanced and reconciled against the Daily Control Report 
produced by FIS and reviewed by a Manager. 

12. User Access Review 

Policy 

TMN Operations personnel generate and review on a monthly basis the FIS Maintenance ADMIN 
Log and User Profile Log for all clients. This review includes all failed login attempts by users for 
the preceding week. Any unusual or suspicious activity is investigated by TMN personnel and the 
results communicated to the client. The review also includes a comparison to known user ID’s for 
each client to ascertain that only current assigned user ID’s are accessing FIS. 

Dual Control: None 

Separation of Duties: None required 

Procedures 

On the last day of the month, a TMN CSA generates a FIS Maintenance Log ADMIN and User 
Profile Log for each Client. TMN personnel monitor the report for unusual or suspicious activity, 
investigate and report to the client any findings.  

The reports are signed by the CSA and included in the Monthly Reconciliation Report package 
sent to each client. 
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Risk Assessment Process 
 
TMN has placed into operation a risk assessment process to identify and manage risks that could 
affect the organization’s ability to provide transaction processing for user entities. This process 
requires management to identify significant risks in their areas of responsibility and to 
implement measures to address those risks. 
 
Information and Communications 

TMN communicates significant events and individual roles and responsibilities over services and 
controls in a timely manner to employees. Methods of communication used by TMN include 
orientation and training programs for newly hired employees, continuing education and training 
programs, periodic meetings summarizing significant events and changes during the period, use 
of electronic mail to communicate time-sensitive messages and information, and TMN’s intranet 
website providing information on various aspects of TMN. 
 
Monitoring Activities 
 
Management monitors controls to consider whether they are operating as intended and that the 
controls are modified for changes in conditions. TMN’s management performs monitoring 
activities to continuously assess the quality of internal control over time. Necessary corrective 
actions are taken as required to correct deviations from company policy and procedures. 
Employee activity and adherence to company policies and procedures is also monitored. This 
process is accomplished through ongoing monitoring activities, separate evaluations, or a 
combination of the two. Management’s close involvement in TMN’s operations helps to identify 
significant variances from expectations regarding internal controls. Senior management 
immediately evaluates the specific facts and circumstances related to any suspected control 
breakdowns. 
 
Monitoring of Subservice Organizations 
 
 Review SOC reports 
 Daily activities 
 Periodic calls / visits 
 
E. Control Objectives and Related Control Activities 
 
The service organization has developed a variety of policies and procedures including related 
control activities to help ensure the service organization’s objectives are carried out and risks are 
mitigated. These control activities help ensure that services are administered in accordance with 
the service organization’s policies and procedures. 
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Control activities are performed at a variety of levels throughout the organization and at various 
stages during the relevant business process. Controls may be preventive or detective in nature 
and may encompass a range of manual and automated controls, including authorizations, 
reconciliation, and IT controls. Duties and responsibilities are allocated among personnel to 
ensure that a proper segregation of duties is maintained. 
 
A formal program is in place to review and update the service organization’s policies and 
procedures on at least an annual basis. Any changes to the policies and procedures are reviewed 
and approved by management and communicated to employees. 
 
TMN has specified the control objectives and identified the controls that are designed to achieve 
the related control objectives. The specified control objectives, related controls, and 
complementary user entity controls are presented in section IV, "Trust Management Network, 
LLC’s Description of Control Objectives and Related Controls and Independent Service Auditors’ 
Description of Tests of Controls and Results," and are an integral component of the service 
organization’s description of its defined contribution recordkeeping system. 
 
1. Administrative Controls 

Control Objective: Controls provide reasonable assurance that policies, procedures and practices 
are documented, communicated and complied with in a complete, accurate and timely manner. 

Policies, procedures and practices are documented in a written policy and procedures manual. 
This manual is reviewed and updated at least annually and TMN’s Director of Trust Operations 
and Managers is responsible for maintenance of the manual. TMN is subject to vendor and 
regulatory agency audits. 

2. Segregation of Duties 

Control Objective: Controls provide reasonable assurance that a system of checks and balances 
are in place so that no one individual will handle all aspects of a transaction regarding 
authorization, input and reconcilement in a complete, accurate and timely manner. 

Written transaction authorization is initiated by those individuals authorized by each client. Input 
and reconcilement is handled by separate individuals within TMN. Appropriate daily balancing 
and periodic reconcilement is performed under the oversight of a Manager. 

Account Ledgers: A general ledger for each client is maintained reflecting the general control 
accounts for all assets and liabilities of that client’s trust department. Transactions are promptly 
posted to reflect the activity on Daily Transaction Reports and clients’ statements. TMN 
maintains an individual account ledger through the FIS system reflecting the total of the 
individual investments, principal cash and income cash for each account under administration by 
each client. The investments of each account are reconciled to the respective controls.  
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The general ledger control accounts are proofed by listing the pertinent cash and investment 
sheets of the individual account ledgers.  

Daily Settlement: The account balancing process is automated as part of the FIS system and is 
performed each time ledgers are posted at the end of each day by TMN. Reconcilements provide 
for independent proof of input processing. Any reconcilement items to the daily settlement are 
adequately documented and cleared on a timely basis. 

Asset Accounting: Every asset is to be properly shown on the records at the time of receipt, even 
though its value may be undetermined. Assets purchased are entered on the books when cash is 
disbursed, and assets sold are not removed from the records until payment is received. Assets 
distributed are not removed from the records until proper confirmations have been acquired. 

Asset Control: Asset custody movement of book-entry securities are controlled and safeguarded 
by TMN after proper authorization from the client is verified. TMN’s policy is to not accept assets 
in physical form as these must be held under joint custody at the client’s location. However, in 
those isolated situations where physical assets are received, appropriate controls are in place to 
safeguard such assets and return such assets to the client. 

Remote Terminal Use: Authentication codes are used to guarantee the integrity of the terminal 
and the authority of the operator to undertake the transaction. Authentication codes are 
changed according to each client’s information technology policy. 

Account File Documentation: TMN does not maintain administrative file documentation for 
clients. Each client is responsible for maintaining any and all such documentation at their physical 
location. All documentation showing property ownership must be maintained by the client. Each 
client must maintain other subsidiary records, including administrative checklists or synopsis and 
history records, ticklers, security ledgers (lists of securities by issues, rather than by individual 
trust accounts), claim records, insurance records, etc. 

Official Records Storage and Disposition: Trust records maintained by TMN are retained 
according to UCC or guidelines issued by the State of Texas. The retention period is generally a 
period of seven years unless notified of litigation relating to such account or applicable laws 
specifically prescribe a different period.  

DDA Trust Cash Clearing: At September 30, 2022, the cash clearing accounts were held at TIB. 
The accounts are balanced and reconciled daily. Stale or outstanding items are reported to senior 
management daily. TMN is responsible for verification of cash at each posting to see that the 
cash records are in balance with the general trust clearing account statements. TMN is not 
responsible for reconciling cash accounts held at each client. 

House accounts and other FIS ledger accounts, such as disbursement and clearing accounts, are 
reconciled at least monthly by TMN. Outstanding items are identified and, per client directions, 
transferred to proper accounts within a reasonable time. 
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Should it ever be necessary that cash be maintained in operating accounts under the control of 
agents or co-fiduciaries, (for example, for the efficient operation of farm properties and rental 
complexes) statements will be forwarded to the individual (agent) for their monthly 
reconcilement. In addition, such agents or co-fiduciaries must be adequately bonded. 

Client Authorization and Limits: TMN’s personnel check each client’s transaction request utilizing 
Process Manager for proper authorization prior to posting a transaction. Each client is 
responsible for informing TMN of changes to their authorized personnel and limitations. A copy 
of the Board of Directors minutes or a Board of Directors resolution approving the authorization 
levels is to be maintained for each client. Sample signatures and/or initials of each authorized 
individual are maintained by TMN. 

TMN is not responsible for checking or verifying proper approval from co-fiduciaries outside 
clients’ authorized personnel or investment managers with discretion. 

3. Account Maintenance 

Control Objective: Controls provide reasonable assurance that accounts are properly established 
and authorized in a complete, accurate and timely manner. 

Policy 

The client institution will provide an appropriate corporate resolution to TMN that will indicate 
the individuals authorized by the Board of Directors or Trust Committee, in what capacity and 
the monetary limits in which they are authorized to act on behalf of the client with respect to 
trading, disbursements and account maintenance. The client will update the corporate 
resolution as circumstances change within the client’s organization. 

Dual Control Requirements: None 

Procedures 

Upon receipt of the properly executed corporate resolution from the client, it is scanned, dated 
and stored to the appropriate file on the network server. The original is maintained in the client’s 
permanent file. 

4. New Client Setup 

Control Objective: Controls provide reasonable assurance that new customers are set up on the 
system in a complete, accurate and timely manner. 

Policy 

New accounts will be established on the FIS system directly by the client through the Process 
Manager platform. 
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Dual Control Requirements: None 

Separation of Duties: Next day quality control performed by client.  

Procedures 

Upon receipt of the following completed Process Manager forms from the client, the designated 
Income and Cash Accounting Specialist will post the account on FIS. New Account Forms are as 
follows: 

a) Account Setup Form 
b) Name and Address Input Maintenance Form 
c) Customer Report Recipient Cross Reference Record Form 
d) Cross-Reference Interface Forms 

The Account Setup Form is completed to the extent information is available from the client. The 
client is responsible for selecting the ACMS fund for the account. The monitored asset table on 
the system cross references the available funds to the appropriate number to be used for that 
fund on the account setup form. All effort is made to ensure that proper coding is achieved on 
the account setup form as indicated in the attached documentation. Any concerns are directed 
to the client for clarification. 

A Name and Address Input Maintenance Form is provided for all recipients of statements, trade 
advices, tax information, etc. If name and address record is cross referenced for tax reporting, a 
social security number must be included. If not available from client, this is populated later.  

A Customer Report Recipient Cross-Reference Record Form should be provided for all recipients 
of statements. Any concerns should be directed to the client for clarification. 

Additional Cross-Reference Interface Forms may be submitted to add investment managers, 
performance measurement systems, shadow posting, etc. A list of appropriate coding for the 
various add-on interfaces is located in the general table section on the FIS system. Any 
discrepancies are directed to the client for clarification or a TMN Manager. 

5. Physical Access 

Control Objective: Controls provide reasonable assurance that physical access to computer and 
other resources relevant to user entities’ internal control over financial reporting is restricted to 
authorized and appropriate personnel in a complete, accurate and timely manner. 
 
Policy 
 
Management maintains a central computing facility that provides a physically restricted, clean, 
and climate-controlled computing environment. Management has defined policies regarding 
physical access to the office space and server room and made them available to employees. 
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Physical locks for the facility, check stock room, and file cabinets perform as access control 
mechanisms used to restrict access. The key pad access system records access activity and is 
traceable to the individual employee. Access to change the keypad access control mechanism is 
limited to authorized and appropriate individuals. The server room is a locked room with access 
restricted to only key authorized personnel.  The network servers are in a locked cabinet in the 
server room with access restricted to only key authorized personnel. 
 
All computers have access controlled by a Windows login and a screen saver lockout specified by 
Microsoft Active Directory through Group Policy. 
 
6. Environmental Controls 

Control Objective: Controls provide reasonable assurance that the critical information 
technology infrastructure relevant to user entities’ internal control over financial reporting is 
protected from environmental threats in a complete, accurate and timely manner. 
 
Policy 
 
TMN’s critical information technology infrastructure is housed in a secured server room with no 
outside walls in the center of the building.  All equipment is plugged into uninterruptable power 
supplies (battery backups) with surge protection. The room is protected from fire by the 
building’s normal sprinkler system.  All critical information technology infrastructure is replicated 
in TMN’s Disaster Recovery (DR) site in Austin, Texas. 
 
7. Logical Access 
 
Control Objective: Controls provide reasonable assurance that logical access to programs, data, 
and computer resources relevant to user entities’ internal control over financial reporting is 
restricted to authorized and appropriate users and such users are restricted to performing 
authorized and appropriate actions in a complete, accurate and timely manner. 
 
Policy 
 
TMN uses role-based access control. Requests for system access are documented on 
standardized forms and tracked via TMN’s ticketing system.  Requests include the level of 
required access, affected user and systems, and require approval from Human Resources.  
 
Users are assigned usernames and passwords to access TMN’s systems. Network access requires 
authentication to the network domain. The network domain is configured to enforce the 
following user account and password controls: 
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 Expiration after 60 days 
 Password history of 24 passwords 
 Passwords must contain three out of the following four characters:  

o Upper case 
o Lower case  
o Base 10 digit 
o Special characters 

 Minimum password length of 12 characters 
 Account lockout after 5 invalid passwords are entered  

Authentication to applications is also granted based on the user’s network domain credentials. 
Password controls are derived from the Group Policy on the production network domain. 
 
8. Network Infrastructure 

Control Objective: Controls provide reasonable assurance that network infrastructure relevant 
to user entities’ internal control over financial reporting is configured as authorized to support 
the effective functioning of application controls to result in valid, complete, accurate, and timely 
processing and reporting of transactions and balances and to protect data from unauthorized 
changes in a complete, accurate and timely manner. 
 
Policy 
 
A documented IT Security Policy exists to guide network monitoring activities and the resolution 
of security incidents.  
 
IT Administrators review device log files on a weekly basis to help ensure that changes to network 
devices (workstations, laptops, and servers) are requested and approved. Any abnormalities are 
investigated and resolved. 
 
9. Data Transmission 
 
Control Objective: Controls provide reasonable assurance that data transmissions between the 
service organization and its user entities and other outside entities relevant to user entities’ 
internal control over financial reporting are from authorized sources and are complete, accurate, 
secure, and timely. 
 
Policy 
 
Clients that have subscribed to the ongoing deductible administration services will send data 
through a customized Client Gateway.  When client data is received, a series of automated quality 
checks are performed to normalize client data into TMN’s standard coding schemes.  
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Quality audit code is maintained in SSIS packages that log the number of records in versus the 
number of records out, identify new codes within the client’s source data, and identify codes that 
are currently outside of the existing data model. TMN employs encrypted forms of 
communication for all transmission of data with outside entities, including TLS for web-based 
communications and e-mail server to server connections and secure IPSec and SSL/DTLS 
encrypted VPN tunnels. 
 
10. Data Backup 
 
Control Objective: Controls provide reasonable assurance that data relevant to user entities’ 
internal control over financial reporting is backed up regularly and is available for restoration in 
the event of processing errors or unexpected processing interruptions in a complete, accurate 
and timely manner. 
 
Policy 
 
To ensure that data stored within TMN’s data center is available for recovery due to the loss or 
corruption of data, data replication and backups are performed as part of general network 
operational procedures. Documented computer operations policies and procedures are in place 
to provide guidance to operations personnel for backup scheduling and data restoration.  
 
Critical production data is backed-up on a nightly basis. Production databases have a minimum 
of one differential backup scheduled during the workday. System Administration personnel are 
automatically notified of the success or failure of the backup jobs via e-mail notifications.   
 
11. Daily Balancing 
 
Control Objective: Controls provide reasonable assurance that transactions are recorded 
accurately as to amount and period, and that transactions are authorized and assets are 
safeguarded in a complete, accurate and timely manner. 

Policy 
 
The designated CSA will balance the client blotter to items posted on the system, on a daily basis. 
 
Dual Control Requirements: Day 1; Net cash change on the settlement blotter submitted by each 
client for the current day’s activity is verified by designated CSA and confirmed back to bank 
client. 
 
Separation of Duties: Day 2; Balanced and reconciled by Control Specialist to cash and FIS general 
ledger control total of uninvested cash. 
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Procedures 

a. A Control Specialist will obtain the daily blotter for the prior day that reflects the 
intended posting activity for each client. 

b. A Control Specialist will compare net change activity from the blotters to the daily 
balance control report from FIS to ensure that ending uninvested cash is in balance. 

c. Any variances will be reported to the client’s CSA, Managers and the Director of 
Operations immediately upon discovery for prompt resolution. 

d. Secondary review of blotter reconciliation by appropriate personnel. 

12. Account Closings 

Control Objective: Controls provide reasonable assurance that accounts are properly removed 
from the system and authorized in a complete, accurate and timely manner. 

Policy 

From time to time clients will close trust accounts for various reasons. Every effort is made to 
close the account as quickly as possible to reduce costs for TMN and the client.  

Dual Control Requirements: None 

Separation of Duties: A CSA will review status of closed account requests received by clients and 
proceed with closing procedure as appropriate. 

Procedures 

a. A CSA will receive a closing account notification from the client, verify proper authorization 
and follow appropriate instructions to deliver assets and cash.  

b. A CSA will proceed through each step of the Internal Closing Account checklist.  

c. A CSA will take final fee when the Final Fee Form is received from the client. 

d. An Income and Cash Accounting Specialist will disburse residual income when the Residual 
Income Cash Disbursement Form is received from the client. 

e. The client will review the final tax ledger and statement and then fax the Close Account Form 
to TMN when they are ready for TMN to save the account. A CSA will post the appropriate 
entry when the form is received. 

f. In approximately June of the following year, all closed and saved accounts will be deleted by 
the CSA after approval from the client. 
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g. The client will receive a report in their Monthly Reconciliation Package that lists accounts 
eligible to be closed. 

13. Supporting Documentation and Retention 

Control Objective: Controls provide reasonable assurance that supporting documents are 
properly maintained in a complete, accurate and timely manner. 

Policy 

Client supporting documentation retention records are maintained according to UCC or State of 
Texas issued guidelines. 

Dual Control Requirements: None 

Separation of Duties: None 

Procedures 

The Director of Trust Operations maintains a current retention schedule of UCC and State of 
Texas guidelines for use in determining destruction dates for client records maintained by TMN. 

14. Daily Processing 

Control Objective: Controls provide reasonable assurance that a system of checks and balances 
is in place so that no one individual will handle all aspects of a transaction regarding 
authorization, input and reconcilement in a complete, accurate and timely manner.  

Policy 

Cash Receipts and Cash Transfers: Cash receipts represent incoming trust money and are usually 
in the form of a check, cash or wire. Cash will not be accepted by TMN and must be converted 
into an incoming wire or ACH by the client prior to acceptance by TMN. All receipts and transfers 
of cash will be posted to FIS within the operational performance standards and deadlines 
contained in the client contract for proper accounting, control and reinvestment. Receipts of cash 
may include new trust/agency assets, additional contributions to existing accounts, income from 
assets held by the client, etc.  

Dual Control Requirements: None 

Separation of Duties: Cash Reconciliation process. 

Procedures 

Cash Receipts (via incoming wire from the client)  

a. An Income and Cash Accounting Specialist receives Cash Receipt Forms via Process Manager.  
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b. If any information is inaccurate or is not provided, the Income and Cash Accounting Specialist 
will contact the CSA who will then contact the client for further information. Any changes to 
instruction must be received in written authorized form from the client. 

Cash Transfers 

a. An Income and Cash Accounting Specialist receives a Cash Transfer Form via Process 
Manager from the client. They then check for proper authorization.  

b. An Income and Cash Accounting Specialist posts the cash transfer to FIS (Note: these 
transactions only affect the FIS system and do not impact the DDA clearing account and 
generally represent transfers between income cash and principal cash). 

Check Disbursements 

Policy 

Check disbursement requests are processed for clients to serve a variety of purposes. 
Disbursements are requested using the Cash Disbursement Form and are typically used to pay 
an expense or distribute trust monies to a beneficiary. Disbursements can either be recurring or 
nonrecurring with recurring items handled by Trust Master or manual request. Check 
disbursements of $5,000 or greater, require two signatures by authorized TMN representatives.  

Dual Control Requirements: Yes 

Separation of Duties: Exists between check stock access, data input/printing, mailing and 
signing.  

Procedures 

Receipt of Cash Disbursement Request and Authorization 

a. A CSA reviews the pending disbursement report each morning for accuracy. 

b. An Income and Cash Accounting Specialist receives a Cash Disbursement Form from the 
client via Process Manager. 

c. The Income and Cash Accounting Specialist checks for proper client authorization by 
comparing the transaction amount and authorization to the Client Corporate Resolution. If 
proper client authorization is missing, the transaction cannot be processed; the client must 
be contacted by the CSA for receipt of proper authorization. 

d. Clients are responsible for verifying sufficient funds are available for disbursement requests. 
Overdrafts are not permitted and may result in wires not being sent as a result. 
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e. An Income and Cash Accounting Specialist determines the number of checks that will be 
printed for the day. The summary page at the end of the pending disbursement report 
provides totals. 

f. An Income and Cash Accounting Specialist selects the number of checks to print from the 
Reconciliation Specialist. The Reconciliation Specialist releases check stock in sequential 
order, updates the check control log and requires the Income and Cash Accounting Specialist 
to initial the Log. 

g. Checks are printed by the Income and Cash Accounting Specialist in accordance with the 
pending disbursement report that reflects requests received from the client. Detailed check 
printing instructions are included in the documentation. 

h. An Income and Cash Accounting Specialist verifies that the check numbers printed match 
the pre-printed check numbers on the check stock. 

Check Signing  

a. All printed Special Mail and Pension checks will be returned to a CSA, Team Lead or Manager. 
The authorized TMN employee will utilize the Check Request Form for verification of number 
of Special Mail/Pension checks. The CSA, Team Lead or Manager will sign the checks, and 
verify that the check numbers are correct. For checks $5,000 or more, a second signature 
from an authorized signer within TMN is required. Signed checks are returned to the Income 
and Cash Accounting Specialist for mailing. 

b. All Regular checks will be transmitted to the check outsourcing company, Innovest, by the 
Income and Cash Accounting Specialist. Innovest will print checks with the authorized 
signer(s) electronic signature and mail the checks per the address printed on the requested 
check. 

c. All Regular checks are verified by the Control Specialist utilizing the Innovest Check 
Outsourcing Control Form containing both total dollars for each bank client and the number 
of Regular checks requested. 

d. The Income and Cash Accounting Specialist then enters the Total Check amount for each 
Client on the blotter as a negative amount. The summary page at the end of the pending 
disbursement report provides check totals. 
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Check Mailing 

a. An Income and Cash Accounting Specialist mails the checks in appropriate Client window 
envelopes, applies appropriate postage and places in the outgoing mail bin. All checks must 
be in the mailbox by 3:00 p.m. for same day mailing. If the deadline is missed, delivery to the 
post office is considered. Should the client provide special mailing instructions, the Income 
and Cash Accounting Specialist prepares the appropriate envelope and has the CSA approve 
before mailing. 

b. Checks returned to clients or mailed to third parties are copied, along with the addressed 
envelope, to ensure proper delivery accuracy. Checks along with all back up are provided to 
CSA for review and approval prior to mailing. These copies are placed in the daily work. 

c. Overnight checks are copied, along with the Fed-Ex confirmations, and then placed in the 
daily work.  

Internal Checking Transfer 

a. An Income and Cash Accounting Specialist prints the Checking Transfer page from the blotter 
to transfer checking totals for each client. These totals are then transferred to the various 
client disbursement accounts at TIB through TIBLink before 4:00 p.m. Central Time. The 
Income and Cash Accounting Specialist ensures that any checks that were voided for re-
printing are not included on the transfer form, thus eliminating a duplicate transfer. 

b. A printout of the Checking Transfer Form and the check control log is placed in the 
miscellaneous box of the daily work. 

c. The final pending disbursement reports, supporting documentation and check stubs are 
bundled together and filed with the daily work. 

Wire Disbursements 

Control Objective: Wire disbursements are processed based on client authorization and 
completed Wire Transfer Forms in a complete, accurate and timely manner. 
 
Policy 

Wire disbursement requests are processed for clients to serve a variety of purposes. 
Disbursements are requested using the Wire Transfer Form. Disbursements can either be 
recurring or nonrecurring with recurring items handled by Trust Master or manual request. 

Dual Control Requirements: Yes 

Separation of Duties: Exists between wire input and wire approval. 
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Procedures 

Receipt of Wire Transfer Request and Authorization 

a. An Income and Cash Accounting Specialist receives the Wire Transfer Form from the client 
via Process Manager. 

b. The Income and Cash Accounting Specialist checks for proper client authorization by 
comparing transaction amount and authorization to the Client Corporate Resolution. If 
proper client authorization is missing, the transaction cannot be processed; the client must 
be contacted by the CSA for receipt of proper authorization. 

Wire Processing 

Policy 

Wire disbursement requests are processed for clients to serve a variety of purposes. Wire 
disbursements are requested using the Cash Disbursement Form and are typically used to 
distribute trust monies to a beneficiary or to pay expenses. Wire processing will also occur as a 
result of various daily activities on behalf of the clients or TMN, such as to settle BONY, mutual 
funds, money market funds, etc. 

Dual Control Requirements: Two persons required for wire submission. 

Separation of Duties: Exist between FIS data input, authorization and dual control release of 
wire. 

Procedures 

a. Wires are input into the TIBLink system according to the wire forms prepared by various 
personnel within TMN. 

b. Authorized personnel review each wire form and ensure that documentation to process the 
wire is attached and proper client authorizations are present. The wire form must be signed 
by the preparer prior to input on the TIBLink system. 

c. Authorized personnel input the wire using the recurring wire template on the TIBLink system 
or by creating a new wire according to the instructions on the wire form. 

d. Authorized personnel sign the wire form indicating that they input the wire for release. 

Wire Authorization 

a. The secondary authorizing personnel reviews each pending wire to verify for accurate input 
to the TIBLink system. 
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b. The secondary authorizing personnel verifies for proper client authorization, and signatures 
of preparing and input personnel. 

c. The secondary authorizing personnel will authorize each pending wire and retain 
documentation in daily work.  

d. Income and Cash Accounting Specialist will verify that all wires were sent prior to end of day. 

e. The TMN employee initiating the wire will update the blotters as necessary. 

ACH Disbursements 

Control Objective: ACH disbursements are made based on appropriate client authorization in a 
complete, accurate and timely manner. 
 
Policy 

ACH disbursement requests will be processed for clients to serve a variety of purposes. ACH 
disbursements are requested using the Cash Disbursement Form and are typically used to 
distribute trust monies to a beneficiary. ACH disbursements can either be recurring or 
nonrecurring with both types handled by Trust Master. Same day ACH disbursements are 
handled by a Pending Trust Disbursement Form accompanied with ACH instructions. 

Dual Control Requirements: None 

Separation of Duties: Must exist at least once between pending and authorizing ACH releases. 

Procedures 

Receipt of ACH Disbursement Request and Authorization 

a. The Income and Cash Accounting Specialist will receive ACH Disbursement Forms from the 
client via Process Manager. 

b. The Income and Cash Accounting Specialist will first check for proper client authorization by 
comparing transaction amount and authorization to the Client’s Corporate Resolution. If 
proper client authorization is missing, the transaction cannot be processed. The CSA must 
contact the client for receipt of proper authorization. 

Releasing ACH’s 

a. FIS generates the pending ACH items on the pending disbursement report. The Income and 
Cash Accounting Specialist regenerates the reports by disbursement type separating the 
checks from the ACH items. This is most effectively done by customizing the report by 
disbursement type. 
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b. For each Bank Client that has ACH disbursements pending for that day, the Income and Cash 
Accounting Specialist will go to special procedures, check writing system, and release 
pending records, release direct deposit (ACH) and upload the file into TIB per the special 
procedures. 

c. After files have been imported into TIB, the batch is given to the CSA for approval and release 
on TIB. 

d. The Income and Cash Accounting Specialist inputs the day’s ACH totals on the appropriate 
client blotter. Items are retained with next day processing date for input to blotter on 
following day. 

e. All activity is retained in the daily work. 

TIBLink Processing 

Policy 

TMN will utilize the TIBLink online system to process all incoming and outgoing ACH and wire 
transfers as well as internal transfer requests for its clients. TMN will obtain the necessary 
number of Fingerprint Readers from TIB to process the daily workload of the company and its 
clients. 

Dual Control Requirements: None 

Separation of Duties: Must exist at least once between pending and authorizing ACH releases. 
Exist between FIS data input, authorization and dual control release of wire. 

Procedures 

Authorized TMN personnel request user ID’s for each user of the software. 

Stop Payments 

Policy 

At times, clients will request that certain checks have payment stopped and reissue another 
check for multiple reasons. These reasons could include the check being lost or the check not 
being used for purpose intended. 

Dual Control Requirements: None 

Separation of Duties: None 
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Procedures 

The CSA will receive a Check Stop Payment Form from the client and forward it to the Income 
and Cash Accounting Specialist for processing and/or client will enter stop payment request 
through Process Manager for Income and Cash Accounting Specialist to process. The CSA verifies 
that the proper client authorizations are present on the form. 

If all required authorizations are present, the Income and Cash Accounting Specialist will 
proceed with stop payment procedures. 

The Income and Cash Accounting Specialist will fax the stop payment request to TIB at 972-541-
0455. A fax confirmation of stop payment is to be returned and retained with the original 
request. 

The Income and Cash Accounting Specialist then determines if the check was issued in the 
current statement period for the account involved. If so, a reversal of the transaction is 
completed. If the transaction was completed in a prior statement period, the Income and Cash 
Accounting Specialist will post a contribution to the account using the same transaction code as 
the disbursement with a negative amount. The description for the transaction must indicate that 
it is a stop payment with the original check number identified. 

The Income and Cash Accounting Specialist updates the check register to indicate that the 
particular check has been stopped. Next, they complete an account to account transfer for the 
amount of the stopped check moving the money from the effected checking account to the 
clearing account on TIBLink. 

The Income and Cash Accounting Specialist updates the blotter to reflect the increase in cash 
for the particular client. All documentation is retained in the daily work. 

Should the client wish to reissue the check, they will submit a check request through Process 
Manager, and it is processed as a normal check distribution. 

ACMS Daily Settlement 

Policy 

Each day, TMN personnel will settle each fund in the Automatic Cash Management System 
(ACMS).  

Dual Control Requirements: None 

Separation of Duties: Required between one step of net settlement, trading and reconciling. 
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Procedures 
 
Day 1 
 
FIS generates overnight reports showing scheduled transactions that represent all overnight cash 
balances that should be bought or sold. 
 
a. Operations generates new fund summaries at predetermined intervals consistent with the 

money market deadlines reflecting changes that were made during the day. At each 
scheduled deadline, an Income and Cash Accounting Specialist runs the Intra-Day sweep 
function on FIS which updates the trade totals for each fund. Deadlines are as follows: 

a) 10:30 a.m. 
b) 11:00 a.m. 
c) 1:30 p.m. 

b. A Securities Processing Specialist opens the master money market spreadsheet and 
refreshes the data. The system will automatically populate the spreadsheet with updated 
money market totals via an SQL query. 

c. A Securities Processing Specialist will print off the summary page and call in the money 
market trades. 

d. After all trades have been placed, the Securities Processing Specialist will print out the 
transfer spreadsheet and the wire spreadsheet. All three money market printouts and the 
wire control forms are kept together. The Securities Processing Specialist wires appropriate 
fund companies and makes transfers on TIB. The wires require secondary approval by a 
Team Lead, Manager or Director of Trust Operations. 

Day 2 

a. A Control Specialist verifies balances with the Fund Company via telephone or web access 
and prepares a daily reconcilement to balances on the FIS system using the daily money 
market fund spreadsheet. A Control Specialist signs, dates and forwards to authorized 
review personnel of TMN for final review and signature. 

b. The Reconcilement is reviewed, signed and dated by an authorized TMN review person and 
maintained in the daily work for the day. 

15. Securities Processing 

Control Objective: Controls provide reasonable assurance that security transactions are 
authorized, documented and properly recorded and assets are safeguarded in a complete, 
accurate and timely manner. 
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Policy 

Bank of New York Settlement 

Securities Desk personnel process and settle the custody accounts at BONY depository for each 
client. The settlement reflects the net total of all buys, sells, maturities, free deliveries, free 
receipts, corporate reorganizations, income receipts, income adjustments and other special 
transactions. Settlement takes into account both money and securities positions. 

Dual Control Requirements: None 

Separation of duties: Must exist once between verifying settlement amounts and sending 
outgoing wire, when necessary. 

Procedures 

Securities Specialists receive all trade requests from clients and verify proper authorizations. If 
proper authorization is missing, the client is contacted and the issue is resolved before 
proceeding. Some clients have established blanket trading authority for certain investment 
managers or firms; if so, trades can then be processed. 

Trade Date 

a. Securities Desk personnel receive DTC confirmations from the BONY report retrieval process. 
These are matched to a hardcopy of broker/DTC confirmations with client buy/sell order 
forms to ensure all security information is accurate. The following are checked: security 
name, CUSIP, amount, number of shares or face amount, broker’s name, and net cost of the 
trade. Errors are called into the client for resolution. These are called “failed trades” because 
incorrect information about a trade exists or the security is not ready for delivery. 

b. Each correct trade is edited, pended and affirmed on FIS for BONY settlement before 11:00 
a.m. the day preceding the settlement date or sooner, this will authorize the trade with 
BONY and places the trade into a “pending file” for automatic posting on settlement date. 
(Note: some advisors automatically affirm their trades for settlement. If an eligible trade 
confirmation is received with the custody reports, the affirmation step is not necessary.) 
Affirmation of trades is communicated to BONY by way of communications through the 
COMM PC’s or by way of direct affirmation through the Inform system. 

c. All affirmed and pended trades are filed in the pending trades’ drawer according to their 
settlement date. 

d. Trades will automatically settle on settlement date. 
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Settlement Date 

a. Securities Specialists review all scheduled settlements for the day to verify that they are 
present on the BONY Cash Projections Report for each client. If trades settling for the current 
day are not on the Cash Projection Report, manual entry of the trade in the Inform system 
is completed. Securities Specialists ensure that all trades are pended to the proper accounts 
and sufficient cash is available for purchases. All trades settling on the current date are 
interfaced with ACMS to avoid any uninvested cash or overdraft situations. 

b. Securities Specialists review the Cash Projection Report daily for each client to identify all 
income payments or adjustments being received. All income receipts and adjustments, 
corporate reorganizations, maturities, etc. are reviewed and posted. Income receipts are 
posted by the Income and Cash Accounting Specialist releasing a map; non-cash transactions 
are posted using the proper transactions. Securities Specialists update the daily blotter to 
reflect amounts for all activity. Securities Specialists verify that pending trades in conjunction 
with batch posting of other activity reflects the total amount expected or due for the day for 
each client by previewing balancing. 

c. Securities Specialists input each bank’s total for the day onto the BONY blotter and e-mail to 
the FIS Custody Representative for verification that appropriate values have been 
determined.  

d. Once verification from the Custody Representative has been received, Securities Specialist 
prepare outgoing wire if necessary. Outgoing wire requests are bundled together with the 
BONY blotter and cash projection reports.  

Next-Day Settlement 

These generally apply to purchases and sales of Treasuries and Government Agencies. These 
usually require manual posting.  

a. Upon receipt of buy/sell order forms from the client, the trading desk will affirm the trade 
prior to 2:00 p.m. or manually input the trade into BONY custody system. This can be done 
on settlement date if necessary. At a minimum an open order is created and pended to the 
account on the day prior to settlement. This eliminates the need to manually calculate and 
update ACMS on settlement date. 

b. The client sends Bloomberg or broker confirmations to trust operations for calculating 
settlement amount to ensure trade is accurate. 

16. Mutual Fund Settlement 

Control Objective: Controls provide reasonable assurance that mutual fund transactions are 
authorized, documented and properly recorded and assets are safeguarded in a complete, 
accurate and timely manner. 
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Policy 

A Securities Specialist processes and settles all mutual fund trades for each client. The 
settlement reflects the net total of all buys, sells, free deliveries, free receipts, dividend receipts, 
income adjustments and other special transactions. 

Dual Control Requirements: Two or three depending on trade settlement amount. See trade 
authorization limits below for details. 

Separation of duties: Must exist once between verifying settlement amounts and sending 
outgoing wire, when necessary. 

Procedures 

The Securities Specialists receive all trade requests from clients and verify proper authorizations 
prior to uploading the trade information into the Mutual Fund Order Entry System. Some clients 
have established blanket trading authority for certain investment managers or firms; if so, trades 
can then be uploaded for processing. 

Inputting Trades 

Trades can be uploaded into the system at any time throughout the day. An effort is made to 
only do one transmission of trades to STN for each client each day. 

a. The Excel sheet received via email, as well as a signed PDF or faxed copy is printed. 

b. The Excel file is saved under the corresponding bank Drive and Database.  

c. The Securities Specialist signs onto the corresponding communications PC for the bank they 
are uploading trades for. 

d. The Mutual Fund shortcut icon for the appropriate bank is then double clicked. 

e. The Database letter, user name and password are entered. 

f. “Y” is entered to upload the trades. 

Executing Trades (Deadline to transmit trades to STN is 2:00 p.m. CST) 

a. On the Mutual Fund Order Entry Recap screen, verify that the total amount of all trades is 
equal to the expected amounts as compared to trade request received from client. 

b. The Recap is printed and attached to the spreadsheet print out. This is approved by another 
authorized TMN employee before transmitting. 

c. The “batch/transmit” icon is clicked. A verification of system date appears, and is verified. 
An option appears asking if internet or dial up is to be used; the default is “internet”. 
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d. A series of processes will run and a password screen appears. The STN trading password is 
entered for the current bank being traded for. 

e. Another series of processes runs while transmitting the trade to STN for execution. After the 
process is complete, a mutual fund communications report is printed and reviewed for 
number of trades placed and to verify if any rejects are indicated. 

f. In addition a Mutual Fund Order Entry Recap is printed that shows all of the trades that were 
executed (this report must be present as verification that trades were transmitted). This is 
briefly reviewed to verify all funds were assigned batch numbers and that there were no 
“non STN Fund Trades” included in the transmission. 

PRS Trade Execution 

PRS (Portfolio Realignment System) trades are electronically generated by the client and 
therefore no trade input is necessary. Clients will commit the trades prior to sending to TMN. 
TMN only needs to execute the trades. For PRS recommendations received from the client, start 
at step 3 of the “Executing Trades” section of above procedures. 

Filing of Pending Work  
 
The Mutual Fund Order Entry Recap is stapled on top of the trade request form received from 
the client. This is the last step of the day and the bundled trades are filed in the client’s folder 
within the mutual fund pending trade folder for next day activity. 

Non-Cash Processing and Reconciliations 

Policy 

A Control Specialist prepares a daily reconciliation of each client disbursement checking account 
with the outstanding disbursements from the FIS check writing system. 

Dual Control Requirements: Prepared and reviewed by a Team Lead, Manager or Director of Trust 
Operations. 

Separation of Duties: Control Specialist is not authorized to issue checks. 

Procedures 

a. The Control Specialist prints the daily snapshot statement from TIB for each client. 

b. The Control Specialist prepares a spreadsheet for the current day. 

c. The Control Specialist will access the Check Register in FIS and mark each check as cleared 
per the TIB statement. 
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d. The Control Specialist prints the outstanding checks from the Check Register in FIS. They 
enter the total of the outstanding checks from the Check Register and the balance from the 
TIB statement onto the spreadsheet. Variances are automatically calculated and any 
variances are reconciled and noted with details. 

e. The Control Specialist prints the spreadsheet and attaches the check register and checking 
account statement. 

f. Reconcilements are submitted to a Team Lead, Manager or Director of Trust Operations or 
higher to be reviewed. 

g. The month-end reconcilement is included in the monthly reconcilement package. 

Money Market Funds Reconciliations 
 
Policy 

A Control Specialist prepares daily reconciliations of each client holdings in the various money 
market funds. 

Dual Control Requirements: A Control Specialist, reviewed by a Team Lead, Manager or Director 
of Trust Operations. 

Separation of Duties: A Control Specialist is not authorized to trade Money Market Funds. 

Procedures 

a. A Control Specialist retrieves the previous business day closing balances from each fund 
company. 

b. A Control Specialist will print from FIS the current holdings of each money market fund for 
each client. 

c. A Control Specialist uses a SQL query to pull the FIS balances into the reconcilement 
spreadsheet, and manually enters the closing balances from the fund companies. Variances 
are automatically calculated and reconciled and documented. 

d. A Control Specialist prepares a reconcilement spreadsheet, along with the FIS reports and 
closing balances from the fund company for review by a Team Lead, Manager or Director of 
Trust Operations. 

e. Any variances are immediately reported to appropriate team members for resolution. 

f. The month-end reconcilement is included in the monthly reconcilement package. 
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Daily Blotter Reconciliation 

Policy 

A Control Specialist prepares a daily reconciliation of each client clearing account with the un-
invested cash on the FIS system per the Daily Control Report and also with the daily blotter 
prepared nightly by the Client Service Administrator. 

Dual Control Requirements: Prepared and reviewed by a Team Lead, Manager or Director of Trust 
Operations. 

Separation of Duties: Control Specialist is not authorized to post in FIS. 

Procedures 

a. A Control Specialist receives the daily blotter from the Client’s folder of shared drive. 

b. A Control Specialist prints a daily snapshot statement from TIB for each client. 

c. A Control Specialist retrieves the Daily Control Report from the FIS system. 

d. A Control Specialist enters the values from both the TIB statement and the Daily Control 
Report onto the appropriate line of the Excel spreadsheet. Any variances are automatically 
calculated and appear on the blotter. 

e. All variances are reconciled and noted with the appropriate description. Appropriate action 
is taken to clear any variances.  

f. A Control Specialist prepares the blotter, along with the TIB statement and the Daily Control 
Report for review by a Team Lead, Manager or Director of Trust Operations. 

g. The month-end reconcilement is included in the monthly reconcilement package. 

Bank of New York Reconciliation 

Policy 

A Securities Specialist prepares a daily reconciliation of each client’s BONY holdings. 

Dual Control Requirements: Preparer and a Team Lead, Manager or Director of Trust Operations. 

Separation of Duties: None 

Procedures 

a. A Securities Specialist reviews the BONY reconciliation report for each client on a daily basis. 
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b. A Securities Specialist explains by proper notation any variances identified on the report and 
what corrective action, if any, was taken to clear the variance that day. 

c. A Securities Specialist advises the CSA and their Manager of any corrective action needed on 
their part or the client to correct a variance. 

d. A Securities Specialist will date and sign the reconciliation and submit it to a Team Lead, 
Manager or Director of Trust Operations for secondary review.  

e. The month-end reconcilement is included in the monthly reconcilement package. 

Mutual Fund Reconciliation 

Policy 

A Securities Specialist prepares a daily reconciliation of each client’s Mutual Fund holdings. 

Dual Control Requirements: Preparer and a Team Lead, Manager or Director of Trust Operations. 

Separation of Duties: None 

Procedures 

a. A Securities Specialist retrieves the “FIS Clearing Reconciliation Report” from Portfolio 
Account Link (PAL) on a daily basis. 

b. A Securities Specialist explains by proper notation any variances identified on the report and 
what corrective action is to be taken to clear the variance and the expected date to clear the 
variance. 

c. A Securities Specialist advises the CSA and their Manager of any corrective action needed on 
their part or the client to correct a variance. 

d. A Securities Specialist will date and sign any reconciliation with a variance and submit to a 
Team Lead, Manager or Director of Trust Operations for final review. 

e. The month-end reconcilement is included in the monthly reconcilement package. 

Monthly Client Reconciliation Package 

Policy 

A monthly reconciliation package is prepared and sent to each client by the 15th of each month 
as of the prior month end date. The package consists of the following reconciliations, along with 
various other reports as deemed necessary by TMN or the client: 
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a. Uninvested Cash 
b. Outstanding Disbursement Checks 
c. Money Market Mutual Funds 
d. Bank of New York 
e. Mutual Funds; and 
f. FIS Log-On Failed Attempt Log 

The package is reviewed and initialed by the CSA prior to delivery to the client. 

Dual Control Requirements: None 

Separation of Duties: Review by Director of Trust Operations. 

Procedures 

a. A Control Specialist assembles the various reconciliations from the appropriate personnel. 

b. A Control Specialist prepares the package for review and initialing by the CSA or Director of 
Trust Operations. 

c. A Control Specialist delivers the packages to the CSA for review prior to the 15th of each 
month. 

d. A CSA will email packages to the client no later than the 15th of each month. 

Disbursement Check Consignment 

Policy 

Disbursement checks for each client are maintained in a locked, fire-proof cabinet with limited 
controlled access. Disbursement checks are maintained and issued in numerical sequential order. 
All checks are receipted under dual control and logged to a control register. Checks that are 
removed from stock are noted on the register as issued. All un-issued checks are accounted for 
and audited on at least an annual basis. 

Dual Control Requirements: Upon receipt in and destruction of unused checks. 

Separation of Duties: Must exist between the Cash Disbursement personnel, Control Specialist 
and authorized signer of the check. No one with signatory authority has access to blank check 
stock. 

Procedures 

a) A Control Specialist receives requests from Income and Cash Accounting Specialist for a 
certain number of checks to print for a client. 
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b) A Control Specialist retrieves the requested number of checks for the client from the 
central depository of disbursement checks and enters the sequence number onto the 
register and dates and signs the register. 

c) A Control Specialist delivers the requested number of checks for the client to the Income 
and Cash Accounting Specialist personnel for printing. 

d) Once issued and signed, the checks are returned to the Control Specialist for final count 
to ensure all checks distributed were printed and signed, and that the check numbers 
are accurate. The Control Specialist updates the Disbursement Control Spreadsheet and 
the signed checks are then delivered to Income and Cash Accounting Specialist for final 
processing. 

 
F. Complementary Subservice Organization Controls 
 
TMN’s controls related to the processing of transactions cover only a portion of the overall 
internal control structure for each user entity of TMN. It is not feasible for the control objectives 
related to processing of transactions to be achieved solely by TMN. Therefore, each user entity’s 
internal control over financial reporting must be evaluated in conjunction with TMN’s controls 
and related tests and results detailed in Section IV of this report, taking into account the related 
complementary subservice organization controls expected to be implemented at the subservice 
organization described in Section IV of this report.  
 
Subservice organizations should have general information technology controls in place for 
change management, logical access, physical access, network infrastructure, data transmission 
and data backup to support the complete, accurate and timely processing and reporting of 
transactions. 
 
G. Complementary User Entity Controls 
 
TMN’s processing of transactions for clients and the related controls were designed with the 
assumption that certain controls would be placed in operation at the clients’ banks. It is not 
feasible for the control objectives relating to the processing of transactions of clients to be solely 
achieved by TMN, therefore, clients’ internal controls must be evaluated in conjunction with 
TMN’s description of controls and testing summarized in sections III and IV of this report. This 
section describes some of the controls that should be in operation at the clients’ banks to 
complement the controls at TMN. In order for clients to rely on the controls reported herein, 
each client must evaluate its own internal control to determine if the following procedures are 
in place. Furthermore, the following list of controls is intended to address only those controls 
surrounding the interface and communication between each client and TMN. 
 
Accordingly, this list does not purport to be, and is not, a complete listing of the controls that 
provide a basis for the assertions underlying the financial statements of clients. 
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Control Objective 1:
Administrative Controls

Control Objective 2:
Segregation of Duties
Control Objective 11:
Daily Balancing
Control Objective 3:
Account Maintenance
Control Objective 7:
Logical Access

Control Objective 3:
Account Maintenance

Control Objective 14:
Daily Processing
Control Objective 2:
Segregation of Duties

Control Objective 1:
Administrative Controls

7

8

9

1

2

3

4

5

6

Complementary User Entity Controls Related Control Objective
Controls provide reasonable assurance that instructions and information provided to 
TMN from the clients is in accordance with the provisions of the servicing agreement, 
trust agreement or other applicable governing agreements or documents between TMN 
and the client.

Controls provide reasonable assurance that adequate business recovery and continuity 
plans to supplement those of TMN are in place at the clients’ locations. 

Controls provide reasonable assurance that timely review of reports provided by TMN to 
clients regarding account balances and related activities is performed by the client and 
written notification of discrepancies is provided to TMN.

Controls provide reasonable assurance that transmission of all trading activity to TMN 
from the client or its agent is complete and timely.

Controls provide reasonable assurance that timely written notification of the changes in 
the designation of individuals authorized to instruct TMN regarding activities on behalf 
of the client is communicated to TMN.

Controls provide reasonable assurance that physical and logical access to TMN’s 
systems via terminals at the clients’ locations are established, monitored and 
maintained by the client.

Controls provide reasonable assurance that timely notification of changes to 
client/customer information is communicated to TMN.

Controls provide reasonable assurance that erroneous or incomplete instructions are 
detected, corrected and resubmitted by the client in a timely manner.

Adequate application controls are in place to provide reasonable assurance that 
transmissions received by TMN reflect only authorized instructions.

 

 



 

 
 

IV. Trust Management Network, LLC’s 
Description of Control Objectives and Related 
Controls and Independent Service Auditors’ 
Description of Tests of Controls and Results 
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Independent Service Auditors’ Description of Tests of Controls and Results 
 
This report, when combined with an understanding of the controls at user entities, is intended 
to assist auditors in planning the audit of user entities’ financial statements or user entities’ 
internal control over financial reporting and in assessing control risk for assertions in user 
entities’ financial statements that may be affected by controls at Trust Management Network, 
LLC. The examination was performed in accordance with attestation standards established by the 
American Institute of Certified Public Accountants (AICPA) Statement on Standards for 
Attestation Engagements No. 18 (SSAE 18); specifically AT-C Section 320, Reporting on an 
Examination of Controls at a Service Organization Relevant to User Entities Internal Control Over 
Financial Reporting. 
 
Our examination was limited to the control objectives and related controls specified by TMN in 
Section IV of this report and did not encompass all aspects of the service provider or controls of 
TMN or extend to controls performed by user entities.  Unique processes or control situations 
not described in the report are outside the scope of this report. 
 
The scope of the examination included tests of the operating effectiveness of controls over TMN’s 
services system including controls related to changes to service system applications, but did not 
include tests related to the functioning of or calculations performed by the software used in the 
delivery of the system or of reports generated by the software. 
 
It is the responsibility of each user entity and its independent auditor to evaluate this information 
in conjunction with the evaluation of internal control over financial reporting at the user entity 
in order to assess the total internal control. If internal control is not effective at user entities, 
TMN’s controls may not compensate for such weaknesses. 
 
TMN’s internal control represents the collective effect of various factors on establishing or 
enhancing the effectiveness of the controls specified by TMN. In planning the nature, timing, and 
extent of our testing of the controls to achieve the control objectives specified by TMN, we 
considered aspects of TMN’s control environment, risk assessment process, monitoring activities, 
and information and communications. 
 
Tests of Controls 
 
Our testing of controls was restricted to the controls specified by TMN, and was not extended to 
controls performed by user entities or other controls which were not documented as tested 
under each control objective listed in this section of the report. 
 
The description of tests of controls and results of those tests are presented in this section of the 
report and are the responsibility of Bodwell Vasek Wells DeSimone LLP, the service auditor.  
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The description of control objectives, the related controls, and the complementary subservice 
and user entity controls to achieve the objectives have been specified by, and are the 
responsibility of, TMN. 
 
Additional testing of the control activities were performed using the following methods: 
 

 
Information Provided by the Entity  
 
When using information produced by the service organization, we evaluated whether the 
information was sufficiently reliable for our purposes by obtaining evidence about the accuracy 
and completeness of such information and evaluating whether the information was sufficiently 
precise and detailed for our purposes. 
 
 

 

 

 

 

 

 

 

 

 

 

 Test Description 

1 Inquiry Inquired of appropriate personnel and corroborated responses with 
management. 

2 Observation Observed the application, performance, or existence of the control.  

3 Inspection Inspected documents and reports indicating performance of the 
control. 

4 Reperformance Reperformed the control or processing of the application for 
accuracy of its operation.  
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Administrative Controls 

Control Objective 1: Controls provide reasonable assurance that policies, procedures and 
practices are documented, communicated and complied with in a complete, accurate and 
timely manner. 

Controls Specified Tests Performed Results of Tests
1.1 Policies, procedures and practices are 

documented in writing.
Reviewed current written policies and 
procedures.

No exceptions noted.

1.2 TMN will obtain a corporate resolution 
from clients indicating the individuals 
authorized by the Board to act on 
behalf of the client.

Obtained copies of client corporate 
resolutions.

No exceptions noted.

1.3 Monthly reconciliation packages are 
emailed to the client by the 15th of the 
following month.

For a sample of months inspected 
and verified the monthly 
reconciliation packages were sent 
timely.

No exceptions noted.
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Segregation of Duties 

Control Objective 2: Controls provide reasonable assurance that a system of checks and balances 
are in place so that no one individual will handle all aspects of a transaction regarding 
authorization, input and reconcilement in a complete, accurate and timely manner. 

 
Controls Specified Tests Performed Results of Tests

2.1 Appropriate daily balancing and 
reconcilement is performed.

For a sample, inspected the daily 
balancing and periodic 
reconcilements for appropriate 
supervisory approval. Reviewed 
organization chart for trust 
operations.

No exceptions noted.

2.2 Written transaction authorization is 
initiated by those individuals authorized 
by each client.

For a sample, inspected the 
transaction authorizations initiated 
by authorized individuals of clients.

No exceptions noted.

2.3 Account ledgers, daily settlement, 
asset accounting, asset control, DDA 
trust cash clearing, input and 
reconcilement is handled by separate 
individuals within TMN.

For a sample, inspected the daily 
balancing and reconcilements.

No exceptions noted.
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New Client Setup 

Control Objective 3: Controls provide reasonable assurance that accounts are properly 
established and authorized in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
3.1 A corporate resolution is obtained from 

each new client stating the individuals 
vested with the authority to initiate 
transactions on the account.

For a sample, inspected the current 
corporate resolutions in TMN files.

No exceptions noted.

3.2 At least annually, updated resolutions 
are obtained, stating the list of 
individuals vested with the authority to 
initiate transactions on each account.

For a sample, inspected the current 
corporate resolutions in TMN files.

No exceptions noted.
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Physical Access 

Control Objective 4: Controls provide reasonable assurance that physical access to computer and 
other resources relevant to user entities’ internal control over financial reporting is restricted to 
authorized and appropriate personnel in a complete, accurate and timely manner. 

 
 
 

  Controls Specified Tests Performed Results of Tests 
4.1 Management has defined 

policies regarding physical 
access to the office space 
and server room. 

For a sample, inspected the 
Physical and Environmental 
Security policies to determine 
that management has defined 
policies regarding physical access 
to the office space and data 
center. 

No exceptions noted. 

4.2 A physical lock for access 
control is used to restrict 
access to office space and 
the check stock room. 
Access to the check stock 
room, and the locked file 
cabinet is limited to 
authorized and appropriate 
individuals. 

Observed that the physical locks 
for control functioned and were 
used to restrict access to the 
office space and check stock 
room. 

No exceptions noted. 

Inspected the list of key holders 
and reviewed to determine that 
access was limited to authorized 
and appropriate individuals. 

No exceptions noted. 
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Logical Access 

Control Objective 5: Controls provide reasonable assurance that logical access to programs, data, 
and computer resources relevant to user entities’ internal control over financial reporting is 
restricted to authorized and appropriate users and such users are restricted to performing 
authorized and appropriate actions in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
For a sample, inspected TMN’s 
ticketing system to determine that it 
was used for requesting, tracking, 
and approving system access.

No exceptions noted.

For a sample of new hires, inspected 
the system access request to 
determine that the access level, 
affected user, and systems were 
included, approvals from Human 
Resources were documented, and 
access was commensurate with job 
responsibilities and set up as 
requested.

No exceptions noted.

For a sample, inspected the Active 
Directory Password Settings to 
determine that passwords were 
configured in accordance with 
password requirements.

No exceptions noted.

For a sample, inspected application 
and supporting infrastructure 
authentication settings to determine 
that the systems defaulted to Active 
Directory authentication.

No exceptions noted.

5.1

5.2

Requests for system access are 
documented on standardized forms and 
tracked via TMN’s ticketing system.  
Requests include the level of required 
access, affected user and systems, and 
require approval from Human 
Resources.

The network domain is configured to 
enforce minimum length, expiration, 
complexity, history, and account 
lockout.
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Network Infrastructure 

Control Objective 6: Controls provide reasonable assurance that network infrastructure relevant 
to user entities’ internal control over financial reporting is configured as authorized to support 
the effective functioning of application controls to result in valid, complete, accurate, and timely 
processing reporting of transactions and balances and to protect data from unauthorized 
changes in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
6.1 A documented IT Security Policy exists 

to guide network monitoring activities 
and the resolution of security incidents.

For a sample, inspected the 
Information Security Organization and 
Incident Response Policy to 
determine that documented security 
policies existed and they included a 
process to handle security incidents.

No exceptions noted.

6.2 IT Administrators review device log 
files on a weekly basis. Any 
abnormalities are investigated and 
resolved.

For a sample of weeks, inspected 
device log files to determine that IT 
Administrators reviewed the device 
logs and any abnormalities were 
investigated and resolved.

No exceptions noted.



Trust Management Network, LLC’s Description of Controls and 
Independent Service Auditor’s Description of Tests of Controls and 

Results 

51 
 

Data Transmission 

Control Objective 7: Controls provide reasonable assurance that data transmissions between the 
service organization and its user entities and other outside entities relevant to user entities’ 
internal control over financial reporting are from authorized sources and are complete, accurate, 
secure, and timely. 

Controls Specified Tests Performed Results of Tests
7.1 When client data is received, a series 

of automated quality checks are 
performed to normalize client data into 
TMN’s standard coding schemes.  

For a sample, inspected system logic 
that produces the quality check error 
log to determine that when client 
data was received, automated quality 
checks were performed to normalize 
client data into TMN's standard 
coding schemes.

No exceptions noted.

7.2 Quality audit code is maintained in SSIS 
packages to log the number of records 
in versus the number of records out, to 
identify any new codes within the 
client’s source data, or to identify 
codes that are currently outside of the 
existing data model.

For a sample, inspected client 
transmission logs to determine that 
client data was automatically 
checked for missing records and new 
codes within client source data or 
outside of the existing data model.

No exceptions noted.
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Data Backup 

Control Objective 8: Controls provide reasonable assurance that data relevant to user entities’ 
internal control over financial reporting is backed up regularly and is available for restoration in 
the event of processing errors or unexpected processing interruptions in a complete, accurate 
and timely manner.  

Controls Specified Tests Performed Results of Tests
For a sample, inspected the backup 
configuration settings and schedules 
to determine that production data 
backups are scheduled nightly.  

No exceptions noted.

For a sample, inspected the backup 
software settings to determine that 
software is configured to rerun 
backups until successful. 

No exceptions noted.

8.2 System Administrator personnel are 
automatically notified of the success or 
failure of the backup jobs via e-mail 
notifications.

For a sample, inspected the backup 
alert configuration settings and e-
mail distribution list to determine 
that the automated backup system 
was configured to notify System 
Administrator personnel via e-mail of 
backup job completion status.

No exceptions noted.

8.1 Production data is backed up on a 
nightly basis. 
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Daily Balancing 

Control Objective 9: Controls provide reasonable assurance that transactions are recorded 
accurately as to amount and period, and that transactions are authorized and assets are 
safeguarded.  

Controls Specified Tests Performed Results of Tests
9.1 Written documentation is obtained 

from authorized parties before TMN 
participates in any transaction.

For a sample, inspected the 
transactions initiated in the FIS 
system to verify that only authorized 
individuals at the client level initiated 
transactions.

No exceptions noted.

9.2 Cash receipts and transfers are posted 
to FIS within the operational 
performance standards and deadlines 
contained in client contracts for proper 
accounting, control and reinvestments.

For a sample, inspected the 
transaction notification timings and 
compared to transaction postings 
with reference to operational 
agreements in place.

No exceptions noted.

9.3 Cash disbursements and distributions 
are only made in accordance with 
clients' authorized requests.

For a sample, inspected the 
transactions initiated in the FIS 
system to verify that only authorized 
individuals at the client level initiated 
transactions.

No exceptions noted.
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Account Closings 

Control Objective 10: Controls provide reasonable assurance that accounts are properly removed 
from the system and authorized in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
10.1 At least annually, updated resolutions 

are obtained, stating the list of 
individuals vested with the authority to 
initiate transactions on each account.

For a sample, inspected current 
corporate resolutions in TMN files.

No exceptions noted.

10.2 Appropriate authoritative 
documentation is obtained for the 
closure of any account.

For a sample, inspected client 
termination letters in TMN files. 

No exceptions noted.
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Supporting Documentation and Retention 

Control Objective 11: Controls provide reasonable assurance that supporting documents are 
properly maintained in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
11.1 All electronic documents are 

maintained on a secure server.
For a sample, inspected server 
hardware security and tested a 
sample of electronic documents.

No exceptions noted.

11.2 All paper documents are maintained in 
a secure vault with periodic removal to 
a third party secure document 
storage/destruction service.

For a sample, inspected secured 
filing system maintained on TMN 
premises and observed pickup of 
documents by reputable secure 
document service.

No exceptions noted.

 



Trust Management Network, LLC’s Description of Controls and 
Independent Service Auditor’s Description of Tests of Controls and 

Results 

56 
 

Daily Processing 

Control Objective 12: Controls provide reasonable assurance that a system of checks and 
balances is in place so that no one individual will handle all aspects of a transaction regarding 
authorization, input and reconcilement in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
12.1 Daily balancing and reconcilement is 

performed by separate individuals 
within TMN.

For a sample of blotters verified 
preparation of blotters and review of 
blotters were conducted by separate 
individuals within TMN.

No exceptions noted.

12.2 Daily, the client blotter is balanced by 
the CSA to items posted on the system.

For a sample of blotters verified that 
the items listed on the blotter are 
correctly computed and balanced to 
FIS.

No exceptions noted.

12.3 Daily, all ACMS fund settlements are 
reviewed.

For a sample of blotters verified that 
the ACMS items were reviewed.

No exceptions noted.

12.4 Check stock and check printing are 
under dual control.

Inquired of Senior Vice President and 
Director of Production Services noting 
that check signers and check 
requesters do not have physical 
access to the check stock.

No exceptions noted.

12.5 Printed checks and pending 
disbursement reports are returned to 
the appropriate authorized personnel 
for verification and check signing.

Observed check print, check 
verification and check signing 
procedures.

No exceptions noted.

12.6 Policies, procedures and practices are 
documented in writing.

Inspected current written Policy & 
Procedures Manual.

No exceptions noted.

12.7 Policies and procedures are 
communicated to employees.

Inquired that an electronic copy is 
available at all times on TMN's 
network.

No exceptions noted.

12.8 Review steps are included in policies 
and procedures documentation for 
reasonable assurance that employees 
comply.

Inspected current written Policy & 
Procedures Manual.

No exceptions noted.

12.9 A hierarchical system of authority is 
maintained for reasonable assurance 
that appropriate segregation of duties 
is observed for each transaction.

Inspected current organization chart 
in conjunction with reviewing Policy 
& Procedure Manual.

No exceptions noted.

12.10 Review steps are in place (whether on 
a transaction or batch basis) by 
individuals who did not authorize, 
initiate and/or record the related 
transaction/batch of transactions.

Inspected current organization chart 
in conjunction with reviewing Policy 
& Procedure Manual.

No exceptions noted.
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Daily Processing-Wire Disbursements 

Control Objective 13: Wire disbursements are processed based on client authorization and 
completed Wire Transfer Forms in a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
13.1 Wire transfer requests are obtained 

and reviewed for proper authorization.
Selected wire transfers and inspected 
related requests.

No exceptions noted.

13.2 Authorized personnel review and 
approve the wire disbursement request.

For the items selected above, 
inspected source documents for 
review and approval by TMN 
personnel.

No exceptions noted.

13.3 All wire requests are reviewed by a 
separate authorized individual.

For the items selected above, 
inspected source documents for 
secondary review and approval by 
TMN personnel different from those 
noted above.

No exceptions noted.

13.4 All wire disbursements are verified as 
having been sent prior to the end of the 
day by an Income and Cash Accounting 
Specialist.

For a sample, inspected wire 
transfers monthly reports for sign-off 
by TMN personnel.

No exceptions noted.
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Daily Processing- ACH Disbursements 

Control Objective 14: ACH disbursements are made based on appropriate client authorization in 
a complete, accurate and timely manner.  

Controls Specified Tests Performed Results of Tests
14.1 ACH disbursement requests are 

obtained and reviewed for proper 
authorization.

For a sample, selected ACH 
disbursements and inspected related 
requests.

No exceptions noted.

14.2 Authorized personnel review and 
approve the ACH disbursement request.

For the items selected above, 
inspected source documents for 
review and approval by TMN 
personnel.

No exceptions noted.

14.3 All ACH disbursement requests are 
reviewed by a separate authorized 
individual.

For the items selected above, 
inspected source documents for 
secondary review and approval by 
TMN personnel different from those 
noted above.

No exceptions noted.

14.4 All ACH disbursements are verified as 
having been sent prior to the end of the 
day by an Income and Cash Accounting 
Specialist.

For a sample, inspected the ACH 
transactions monthly reports for sign-
off by TMN personnel.

No exceptions noted.
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Securities Processing 

Control Objective 15: Controls provide reasonable assurance that security transactions are 
authorized, documented and properly recorded and assets are safeguarded in a complete, 
accurate and timely manner. 

Controls Specified Tests Performed Results of Tests
15.1 Securities and money markets are 

settled daily as described in 
management's description.

For a sample, compared daily 
settlements against client banks and 
trade confirmations.

No exceptions noted.

15.2 Each client is supplied with a monthly 
reconciliation package by the 15th of 
the following month.

For a sample, inspected the 
date/time stamps of sent 
reconciliation packages.

No exceptions noted.
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Securities Processing- Mutual Fund Settlement 

Control Objective 16: Controls provide reasonable assurance that mutual fund transactions are 
authorized, documented and properly recorded and assets are safeguarded in a complete, 
accurate and timely manner. 

Controls Specified Tests Performed Results of Tests
16.1 Mutual funds are settled daily as 

described in management's description.
For a sample, inspected mutual fund 
activity against TMN prepared 
reconciliations.

No exceptions noted.
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I. Penetration Testing and IT Security Policies: 

TMN takes security of their clients’ data very seriously. We have contracted with a well-respected 
leader in this field to assist us with fulfilling our IT security policy obligations. This contractor 
specializes in providing network and security services to the financial services industry. In 
addition to our security policies, an independent third party performs periodic penetration 
testing on clients’ data stored on TMN’s network and we provide the results of this penetration 
testing to our clients. 

II. Disaster Recovery and Testing: 

TMN maintains a state-of-the-art offsite testing facility that fully replicates our main office 
location in real time. If, at any time, a disaster should occur, our replicate office ensures that our 
clients will have minimal disruption of service. We can plan for full resumption of our services 
within four hours. Our disaster recovery plan is tested annually and results are provided to our 
clients. 

Management’s evaluation of the disaster recovery test results indicated that all normal and daily 
activities were fully functional and all processing, posting, trading and reconciliation activities 
were successful. Conclusions are that all activities were performed without incident and that all 
recovery systems performed as expected. 

III. OFAC and Privacy: 

OFAC: TMN clients are solely responsible for adhering to regulations revolving around OFAC 
reporting. TMN provides each client two options to help them in that endeavor. Clients are able 
to sign up for FIS’ daily OFAC scan option which generates a report reflecting any matches based 
on the client’s established threshold level. If a client does not choose this option, TMN would 
help the client create an AFS report that they would use for comparison to an OFAC list received 
by the organization based on internal policies and procedures. 

Privacy: TMN understands the importance of our clients and their organizations’ privacy. Our 
privacy policies strictly adhere to financial institution standards. 
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CATEGORY TIMING/DEADLINES (CST)

System Access
Monday-Friday Access to the system is 24 hours a day unless the 

Bank is being processed or the system has been 
taken down by TMN or FIS for Maintenance.

Holidays and Weekends TMN’s regular business hours are Monday through
Friday 7:30 a.m. to 5:30 p.m. CST.

Cash Disposition
Cash Receipts, Cash Transfers Request received by TMN before 10:30 a.m.

Check & ACH Disbursements Request received by TMN before 10:30 a.m. on 
payable date will be made same day. All other 
requests will be pushed to the next business day.

Same day Check Disbursements Request received by TMN before 10:30 a.m.

Wire Disbursements Request received by TMN before 10:30 a.m. for Tax
Exempt holdings and 1:00 p.m. for Taxable holdings.

Daily Settlement Received by TMN by 11:00 a.m.

Money Market Trading
Money Market Deposits & 
Withdrawals

All uninvested funds or overdrafts will be covered via
ACM trade if entries are posted by published cutoff 
times.

Securities Trading
DTC & Fed Items Client or client’s agent furnishes trade authorizations 

to TMN on or before T+1. TMN matches confirms to 
trade orders and affirms trades on or before T+2.  
TMN settles trades on settlement date.

Same Day/Next Day Settlement
Mutual Fund Buys/Sells

Client or client’s agent furnishes trade authorizations 
by 10:00 a.m. on settlement date for timely 
settlement.

PRS                                                                   Received by TMN before 2:00 p.m. for same day 
trading.

Non-PRS Received by TMN before 1:00 p.m. executed following 
business day.
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CATEGORY TIMING/DEADLINES (CST)

Income Processing
BONY securities including calls, 
maturities, dividends and interest.

Posted on payable date if funds have been received
from custodian.  Otherwise posted when funds 
received.

Spin-offs, splits Posted on payable date or as soon as information is
provided from custodian.

Other corporate actions Upon receipt from custodian.

Non BONY securities Upon receipt of funds or statement from the 
custodian.

Pricing
IDC Daily for Equities and Mutual Funds and not less

frequently than monthly for other assets.

Reconciliations
Cash Daily

Money Market Funds Daily

Mutual Funds Daily

Bank of New York Daily

Disbursement Accounts Daily

Statements
FIS Processed As available from FIS.

Other Securities Processing
Free Receipts/Deliveries Posted within 3 days of receipt of all required 

information.

 


